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We present re
ent work on the development of Java PathExplorer (JPaX), a

tool for monitoring the exe
ution of Java programs. JPaX 
an be used during

program testing to gain in
reased information about program exe
utions, and


an potentially furthermore be applied during operation to survey safety 
rit-

i
al systems. The tool fa
ilitates automated instrumentation of a program's

byte 
ode, whi
h will then emit events to an observer during its exe
ution.

The observer 
he
ks the events against user provided high level requirement

spe
i�
ations, for example temporal logi
 formulae, and against lower level

error dete
tion pro
edures, usually 
on
urren
y related su
h as deadlo
k and

data ra
e algorithms. High level requirement spe
i�
ations together with their

underlying logi
s are de�ned in rewriting logi
 using Maude, and then 
an ei-

ther be dire
tly 
he
ked using Maude rewriting engine, or be �rst translated

to eÆ
ient data stru
tures and then 
he
ked in Java.
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Abstra
t

We present re
ent work on the development of Java PathExplorer (JPaX), a tool

for monitoring the exe
ution of Java programs. JPaX 
an be used during program

testing to gain in
reased information about program exe
utions, and 
an potentially

furthermore be applied during operation to survey safety 
riti
al systems. The tool

fa
ilitates automated instrumentation of a program's byte 
ode, whi
h will then

emit events to an observer during its exe
ution. The observer 
he
ks the events

against user provided high level requirement spe
i�
ations, for example temporal

logi
 formulae, and against lower level error dete
tion pro
edures, usually 
on
ur-

ren
y related su
h as deadlo
k and data ra
e algorithms. High level requirement

spe
i�
ations together with their underlying logi
s are de�ned in rewriting logi
 us-

ing Maude, and then 
an either be dire
tly 
he
ked using Maude rewriting engine,

or be �rst translated to eÆ
ient data stru
tures and then 
he
ked in Java.

1 Introdu
tion

Corre
tness of software is be
oming an in
reasingly important issue in many

bran
hes of our so
iety. People's lives often depend on software systems even

though they tend to not be aware of it. The su

ess of most te
hnologi
al ex-

periments, in
luding spa
e 
raft and rover te
hnology within the spa
e agen-


ies, heavily depends on the 
orre
tness of software. It is widely a

epted that

future spa
e 
rafts will be
ome highly autonomous, taking de
isions without


ommuni
ation from ground, so the required software is be
oming signi�
antly

more 
omplex, in
reasing the risk of mission failures. Two 
ommon ways to

approa
h the deli
ate problem of software 
orre
tness is program synthesis,

whi
h gives a high degree of 
on�den
e but seems to work properly only on

very restri
ted domain-spe
i�
 problems, and program veri�
ation, whi
h is


on
erned with dete
ting as many errors as possible in existing programs.

This is a preliminary version. The �nal version will be published in

Ele
troni
 Notes in Theoreti
al Computer S
ien
e

URL: www.elsevier.nl/lo
ate/ent
s



Two important aspe
ts of program veri�
ation are testing and the use of for-

mal methods. Traditional testing te
hniques, however, are very ad ho
 and do

not allow for formal spe
i�
ation and veri�
ation of high level logi
al prop-

erties that a system needs to satisfy. On the other hand, traditional formal

methods su
h as model 
he
king and theorem proving are usually very heavy

and rarely 
an be used in pra
ti
e su

essfully without 
onsiderable manual

e�ort.

The Automated Software Engineering group at NASA Ames Resear
h Cen-

ter has for some time investigated advan
ed formal methods for insuring soft-

ware 
orre
tness, in both areas of program synthesis [14,5,19℄ and program

veri�
ation [8,9,18,7,11℄. Program synthesis is not dis
ussed here, but it is

worth noti
ing that 
ode and/or data stru
tures synthesized from logi
al for-

mulae, su
h as �nite state ma
hines, B�u
hi automata or dynami
 programming

algorithms, are often used in program veri�
ation. We have performed various

veri�
ation 
ase studies using formal te
hniques, in parti
ular model 
he
king,

to analyze spa
e 
raft software [8℄. Two model 
he
kers have furthermore been

developed, both supporting full state spa
e exploration of Java programs us-

ing expli
it state model 
he
king te
hniques [9,18℄. These te
hniques allow for

proving temporal logi
 properties on programs that have a few million states,

but fail to apply on large programs.

This paper is the fourth, after [10,16,11℄, in a series des
ribing our e�ort in

runtime veri�
ation, whi
h 
an be roughly de�ned as 
ombining testing and

formal methods. Testing s
ales well, and is by far the most used te
hnique

in pra
ti
e to validate software systems. The merge of testing and temporal

logi
 spe
i�
ation is an attempt to a
hieve the bene�ts of both approa
hes,

while avoiding some of the pitfalls of ad ho
 testing and the 
omplexity of

theorem proving and model 
he
king. In this paper, we present the 
urrent

status of a new runtime veri�
ation system, 
alled Java PathExplorer (JPaX),

for monitoring Java programs by analyzing (exploring) parti
ular exe
ution

tra
es. The general idea 
onsists of extra
ting state events from an exe
uting

program, and then analyzing them via a remote observer pro
ess. The observer

performs two kinds of veri�
ation, namely logi
 based monitoring and error

pattern analysis.

Logi
 based monitoring 
onsists of 
he
king formal requirement spe
i�
a-

tions on the exe
uting program, written in high level logi
s by users of the

system. Logi
s are 
urrently implemented in Maude [2℄, a high-performan
e

system supporting both rewriting logi
 and membership equational logi
. One


an very naturally and easily de�ne new logi
s in Maude, su
h as for example

temporal logi
s, together with their operational semanti
s. Currently, JPaX

supports two builtin logi
s, future time and past time linear temporal logi
s.

The implementation of both these logi
s in Maude together with an infras-

tru
ture module that handles atomi
 propositions that will most likely be part

of any other more general logi
, 
overs less than 130 lines. Therefore, de�ning

new logi
s should be very feasible for advan
ed users. The 
urrent version of



Maude 
an do up to 3 million rewritings per se
ond on 800Mhz pro
essors,

and its 
ompiled version is intended to support 15 million rewritings per se
-

ond. Hen
e, we have de
ided to use Maude as the logi
al monitoring engine

that performs the 
onforman
e 
he
ks of events against spe
i�
ations at this

early stage of JPaX.

Error pattern analysis 
onsists of analyzing one exe
ution tra
e of events

using various error dete
tion algorithms that 
an identify error-prone pro-

gramming pra
ti
es, su
h as unhealthy lo
king dis
iplines that may lead to

data ra
es and/or deadlo
ks. The important and appealing aspe
t of these al-

gorithms is that they �nd error potentials even in the 
ase where errors do not

expli
itly o

ur in the examined exe
ution tra
e. They are usually fast and

s
alable, and often 
at
h the problems they are designed to 
at
h, that is, the

randomness in the 
hoi
e of run does not seem to imply a similar randomness

in the analysis results. Two su
h known algorithms fo
using on 
on
urren
y

errors have been implemented in JPaX, one for deadlo
ks and the other for

data ra
es, but the system is designed in su
h a way that users 
an relatively

easily atta
h new su
h algorithms.

The idea of using temporal logi
 in program testing is not new, and at

our knowledge, has already been pursued in the 
ommer
ial Temporal Rover

tool (TR) [4℄, and in the MaC tool [13℄. TR allows the user to spe
ify future

time temporal formulae as 
omments in programs, whi
h are then translated

into appropriate Java 
ode before the 
ompilation. The MaC tool is 
loser

in spirit to what we des
ribe in this paper, ex
ept that its spe
i�
ation lan-

guage is �xed and very limited 
ompared to the Maude language and doesn't

provide support for error pattern analysis. On the other hand, tools like Vi-

sual Threads [6,17℄ 
ontain hardwired error pattern analysis algorithms and

therefore are impossible to 
hange or extend by a user.

Sin
e the programming languages of the monitored program and the ob-

server are not required to be the same, eventually the system should allow to

monitor programs 
omposed of subprograms written in di�erent programming

languages in
luding also C++ and C. However, for simpli
ity the system de-

s
ribed in this paper will fo
us only on Java. A 
ase study of 90,000 lines of

C++ 
ode for a rover 
ontroller has been 
arried out, leading to the dete
tion

of a deadlo
k with a minimal amount of e�ort. One of the main design goals

is to make the system as general and generi
 as possible, allowing to handle

multiple language systems and new veri�
ation rules to be de�ned, even de�n-

ing new spe
i�
ation logi
s using Maude. Our hope is to make JPaX a basis

for experiments rather than a �xed system.

The paper is organized as follows. Se
tion 2 gives an overview of JPaX.

Se
tion 3 des
ribes the underlying logi
 formalisms for writing requirement

spe
i�
ations, while Se
tion 4 des
ribes some of the error dete
tion algorithms

for debugging 
on
urrent programs. Finally, Se
tion 5 
ontains 
on
lusions

and a des
ription of future work.



2 Overview of JPaX

JPaX 
an be regarded as 
onsisting of three main modules: an instrumen-

tation module, an observer module, and an inter
onne
tion module that ties

them together through the observed event stream (see Figure 1). The instru-

mentation module performs a s
ript-driven automated instrumentation of the

program to be observed. The instrumented program, when run, will emit rel-

evant events to the inter-
onne
tion module, whi
h further transmits them to

the observation module. The observer may run on a di�erent 
omputer, in

whi
h 
ase the events are transmitted over a so
ket. Hen
e, the input to JPaX


onsists of referen
es to two entities: the Java program in byte 
ode format to

be monitored (
reated using a standard Java 
ompiler) and the spe
i�
ation

s
ript de�ning the kinds of veri�
ation requested. The output is a (possibly

empty) set of warnings printed on a spe
ial s
reen.

Java
    Program

Bytecode

Instrumented
Bytecode

. . .

LTL

Datarace

Deadlock

Observer

Specifications

Verification

E
ve

nt
 S

tr
ea

m

Instrument

Compile

(JVM)
Execute

Instrumentation

MaudeD
is

pa
tc

he
r

Fig. 1. Overview of JPaX

More spe
i�
ally, the spe
i�
ation s
ript de�nes what (if any) kind of er-

ror pattern dete
tion algorithms should be a
tivated, and what (if any) kind

of logi
 based monitoring should be performed, and in that 
ase what the re-

quirements are. For logi
 based monitoring, we have been inspired by the MaC

language framework [13℄ and have split the spe
i�
ation into an instrumen-

tation s
ript and a veri�
ation s
ript. The veri�
ation s
ript identi�es the

high level requirement spe
i�
ations that events are to be 
he
ked against.

The propositions referred to in these spe
i�
ations are abstra
t boolean 
ags,

and do hen
e not refer dire
tly to entities in the 
on
rete program. The in-

strumentation s
ript establishes this 
onne
tion between the 
on
rete boolean

program predi
ates and the abstra
t propositions. The advantage of this lay-

ered approa
h, as also stated in [13℄, is that the requirement spe
i�
ation 
an

be 
reated without 
onsidering low level issues, and 
an even be 
reated before

the 
onstru
tion of the program. Currently, the s
ripts are written in Java.

Thus, high level Java language 
onstru
ts 
an be used to de�ne the boolean



predi
ates to be observed.

The Java byte 
ode instrumentation is performed using the powerful Jtrek

Java byte 
ode engineering tool [3℄ from Compaq. Jtrek makes it possible

to easily read Java 
lass �les (byte 
ode �les), and traverse them as abstra
t

syntax trees while examining their 
ontents, and insert new 
ode. The inserted


ode 
an a

ess the 
ontents of various runtime data stru
tures, su
h as for

example the 
all-time sta
k, and will, when eventually exe
uted, emit events


arrying this extra
ted information to the observer.

The observer re
eives the events and dispat
hes these to a set of observer

rules, ea
h rule performing a parti
ular analysis that has been requested in

the veri�
ation s
ript. Generally, this modular rule based design allows a

user to easily de�ne new runtime veri�
ation pro
edures without interfering

with lega
y 
ode. Observer rules are written in Java, but 
an 
all programs

written in other languages, su
h as for example Maude. Maude plays a spe
ial

role in that high level requirement spe
i�
ations 
an be written in the Maude

rewriting logi
. The Maude rewriting engine 
an then be used in two di�erent

ways: as a monitoring engine during program exe
ution, or as a translation

engine before exe
ution. In the former 
ase, exe
ution events are submitted

to the Maude program, whi
h in turn evaluates them against the requirement

spe
i�
ation. In the latter 
ase, the spe
i�
ation is translated into a data

stru
ture optimal for program monitoring, whi
h is then sent ba
k to Java,

and used within the Java program to 
he
k the events during exe
ution.

JPaX is built on a generi
 environment, named PathExplorer (PaX), whi
h

only 
onsists of the inter
onne
tion module and the observer module. The goal

is to make it possible to monitor programs in other programming languages,

su
h as for example C and C++, by just providing a language spe
i�
 instru-

mentation module. Su
h an experiment has been performed in 
ollaboration

with Ri
h Washington, a member of the Roboti
s group at NASA Ames, on

a 90,000 line C++ appli
ation for 
ontrolling a rover. The experiment just

a
tivated the deadlo
k dete
tion rule, and lo
ated a deadlo
k potential in the

appli
ation that had not been dis
overed through testing.

3 Logi
 Based Monitoring

Logi
 based monitoring 
onsists of 
he
king exe
ution events against a user-

provided requirement spe
i�
ation written in some logi
, typi
ally an assertion

logi
 with states as models, or a temporal logi
 with tra
es as models. JPaX

allows the user to de�ne su
h new logi
s in a 
exible manner using the Maude

algebrai
 spe
i�
ation language. Maude [2℄ is a modularized spe
i�
ation and

veri�
ation system that very eÆ
iently implements rewriting logi
. A Maude

module 
onsists of operator de
larations, and equations relating terms over

the operators and universally quanti�ed variables. Modules 
an be 
omposed.

It is relatively widely a

epted that rewriting logi
 a
ts like a universal logi
,

in the sense that other logi
s, or more pre
isely their syntax and operational



semanti
s, 
an be implemented in rewriting logi
. JPaX 
urrently provides

linear temporal logi
s, both future time and past time, as builtin logi
s. Noti
e

that multiple logi
s 
an be used in parallel, so ea
h property 
an be expressed

in its most suitable language. Sin
e the Maude implementations of the 
urrent

logi
s are quite 
ompa
t, we in
lude them below. The Maude notation will be

introdu
ed \on the 
y" as we give the examples.

3.1 Propositional Cal
ulus

We begin with the following module for propositional 
al
ulus, whi
h is heavily

used in JPaX, sin
e most logi
s are based on it. It implements an eÆ
ient

pro
edure due to Hsiang [12℄ to de
ide validity of propositions:

fmod PROP-CALC is ex FORMULA .

*** Constru
tors ***

op _/\_ : Formula Formula -> Formula [asso
 
omm℄ .

op _++_ : Formula Formula -> Formula [asso
 
omm℄ .

vars X Y Z : Formula . var As* : AtomState* .

eq true /\ X = X .

eq false /\ X = false .

eq false ++ X = X .

eq X ++ X = false .

eq X /\ X = X .

eq X /\ (Y ++ Z) = (X /\ Y) ++ (X /\ Z) .

*** Derived operators ***

op _\/_ : Formula Formula -> Formula .

op _->_ : Formula Formula -> Formula .

op _<->_ : Formula Formula -> Formula .

op !_ : Formula -> Formula .

eq X \/ Y = (X /\ Y) ++ X ++ Y .

eq ! X = true ++ X .

eq X -> Y = true ++ X ++ (X /\ Y) .

eq X <-> Y = true ++ X ++ Y .

*** Semanti
s

eq (X /\ Y){As*} = X{As*} /\ Y{As*} .

eq (X ++ Y){As*} = X{As*} ++ Y{As*}

endfm

The module FORMULA, whi
h is extended (imported), de�nes the infrastru
-

ture for all the user-de�ned logi
s. This will be further des
ribed in subsequent

se
tions. For now it suÆ
es to say that it in
ludes some designated basi
 sorts

(or types) su
h as Formula for synta
ti
 formulae; FormulaDS for formula data

stru
tures needed when more information than the formula itself should be

kept for the next transition as in the 
ase of past time LTL; Atom for atoms, or

state variables, whi
h in the state denote a boolean value; AtomState for su
h

assignments of boolean values to atoms, and AtomState* for su
h assignments

together with �nal assignments, i.e., those that are followed by the end of a

tra
e, requiring a spe
ial evaluation as des
ribed in the se
tions on future time

and past time LTL (our semanti
s for the end of the exe
ution tra
e is that of a


ontinuous pro
ess that doesn't 
hange the state). The propositions that hold

in a 
ertain program state are generated from the exe
uting instrumented pro-

gram. Perhaps the most important operator provided by the module FORMULA

is an operation f g:FormulaDS AtomState -> FormulaDS whi
h updates the

formula data stru
ture when an (abstra
t) state 
hange o

urs during the ex-

e
ution of the program. Noti
e that in the 
ase of propositional 
al
ulus, this

update operation basi
ally evaluates propositions in the new state (the last

two lines). The user is free to extend all these types and operations as in the

module above.

Operators are introdu
ed after the op and ops (when more than one opera-

tor is introdu
ed) symbols. Operators 
an be given attributes in square bra
k-



ets, su
h as asso
iativity and 
ommutativity. Universally quanti�ed variables

used in equations are introdu
ed after the var and vars symbols. Finally,

equations are introdu
ed after the eq symbol. The spe
i�
ation shows the


exible mix-�x notation of Maude, using unders
ores to stay for arguments,

whi
h allows us to de�ne the syntax of a logi
 in the most natural way.

3.2 Future Time LTL

The �rst monitoring logi
 that we present, and whi
h is built on propositional

logi
, is a variant of Future Time LTL [15℄. Future Time LTL is a logi
 with

exe
ution tra
es as models, whi
h makes it 
onvenient for program monitoring.

LTL provides operators su
h as �X (always X), �X (eventually X), ÆX (next

X), andX[Y (X until Y ), and their 
omposition with standard propositional

operators. Usually in formal methods literature, 
on
erned with subje
ts su
h

as model 
he
king and theorem proving, LTL models are in�nite tra
es. In

a testing 
ontext, however, tra
es are �nite: sooner or later, the monitored

program will be stopped and so its exe
ution tra
e. Hen
e the operational

semanti
s has to re
e
t this. Future time LTL 
an be implemented eÆ
iently

more easily than we initially thought on top of propositional 
al
ulus:

fmod FT-LTL is ex PROP-CALC .

*** Syntax ***

op [℄_ : Formula -> Formula .

op <>_ : Formula -> Formula .

op o_ : Formula -> Formula .

op _U_ : Formula Formula -> Formula .

*** Semanti
s ***

vars X Y : Formula . var As : AtomState .

eq ([℄ X){As} = ([℄ X) /\ X{As} .

eq (<> X){As} = (<> X) \/ X{As} .

eq (o X){As} = X .

eq (X U Y){As} = Y{As} \/ (X{As} /\ (X U Y)) .

eq ([℄ X){As *} = X{As *} .

eq (<> X){As *} = X{As *} .

eq (o X){As *} = X{As *} .

eq (X U Y){As *} = Y{As *} .

endfm

The four LTL operators are added to those of the propositional 
al
ulus using

the symbols: [℄ (always), <> (eventually), o (next), and U (until). The

operational semanti
s of these operators is based on a formula transformation

idea, and is de�ned by 8 rules, divided into two groups, all re�ning the op-

erator f g:FormulaDS AtomState -> FormulaDS that 
omes from the FORMULA

module. Note that in the future time LTL 
ase the formulae themselves are

used as data stru
tures (Formula is a subsort of FormulaDS). This operator

de�nes how a formula is transformed by the o

urren
e of a state 
hange (a

new state), and evaluated on the propositional leaves. The intuition behind

the f g operator 
an be elaborated as follows. Assume a formulae X we want

to hold on an exe
ution tra
e of whi
h the �rst state is As. Then the equation

XfAsg = X', where X' is a formula resulting from applying the f g operator

to X (and As), 
arries the following intuition: \in order for X to hold on the

rest of the tra
e, given that the �rst state in the tra
e is As, then X' must

hold on the tra
e following As". The �rst set of rules des
ribes this semanti
s

assuming that the state As is not the last state in the tra
e, while the last

four rules apply when the state As is the last in the tra
e. The term As *



represents a state that is the last in the tra
e, and re
e
ts the intuition that

the �nite tra
e 
an be regarded as an in�nite tra
e where the last state of the

�nite tra
e is repeated in�nitely. The two rules for ea
h operator implement

the following simple equivalen
es:

s _ t j= ' i� t j= 'fsg

s _ end j= ' i� 'fs�g = true;

where s _ t is a tra
e formed by a state s followed by a nonempty tra
e t,

and s _ end is the tra
e 
onsisting of s followed by the end of tra
e (the last

state in the �nite tra
e). As an example, 
onsider the formula [℄(X -> <>Y)

and a tra
e where the �rst state As makes X true but Y false. In this 
ase [℄(X

-> <>Y)fAsg = [℄(X -> <>Y) ^ <>Y (modulo propositional 
al
ulus rewriting).

This re
e
ts the fa
t that after the state 
hange, <>Y now has to be true on

the remaining tra
e, in addition to the original always{formula. A proof of


orre
tness of this algorithm is given in [10℄. Despite its overall exponential


omplexity, this algorithm tends to be quite a

eptable in pra
ti
al situations.

We 
ouldn't noti
e any signi�
ant di�eren
e in global 
on
rete experiments

with JPaX between this simple 8 rule algorithm and an automata-based one

developed by Dimitra Giannakopoulou, that implements in 1,400 lines of Java


ode a B�u
hi automata inspired algorithm adapted to �nite tra
e LTL (see

Subse
tion 3.4).

Su
h a �nite tra
e semanti
s for LTL used for program monitoring has,

however, some 
hara
teristi
s that may seem unnatural. At the end of the

exe
ution tra
e, when the observed program terminates, the observer needs

to take a de
ision regarding the validity of the 
he
ked properties. Let us


onsider again the formula [℄(p -> <>q). If ea
h p was followed by at least

one q during the monitored exe
ution, then, at some extent one 
ould say

that the formula was satis�ed; although one should be aware that this is not

a de�nite answer be
ause the formula 
ould have been very well violated in

the future if the program hadn't been stopped. If p was true and it was not

followed by a q, then one 
ould say that the formula was violated, but it

may have been very well satis�ed if the program had been left to 
ontinue

its exe
ution. Furthermore, every p 
ould have been followed by a q during

the exe
ution, only to be violated for the last p, in whi
h 
ase we would

likely expe
t the program to be 
orre
t if we terminated it by for
e. There

are of 
ourse LTL properties that give the user absolute 
on�den
e during

the monitoring. For example, a violation of a safety property re
e
ts a 
lear

misbehavior of the monitored program.

The lesson that we learned from experiments with LTL monitoring is

twofold. First, we learned that, unlike in model 
he
king or theorem proving,

LTL formulae and espe
ially their violation or satisfa
tion must be viewed

with extra information, su
h as for example statisti
s of how well a formula

has \performed" along the exe
ution tra
e. Se
ond, we developed a belief that



LTL may not be the most appropriate formalism for logi
 based monitoring;

other more spe
i�
 logi
s, su
h as real time LTL, interval logi
s, past time

LTL, or even undis
overed ones, 
ould be of greater interest than pure LTL.

In the next subse
tion we des
ribe an implementation of past time LTL in

Maude, a perhaps more natural logi
 for runtime monitoring.

3.3 Past Time LTL

Past time LTL is useful for espe
ially safety properties. These properties are

very suitable for logi
 based monitoring be
ause they only refer to the past,

and hen
e their value is always either true or false in any state along the tra
e,

and never to-be-determined as in future time LTL. The implementation of past

time LTL is, however, surprisingly slightly more tedious than the above imple-

mentation of future time LTL. It is also built on top of propositional 
al
ulus,

by adding the usual two past time operators, ~ for previous and S for sin
e,

and then appropriate data stru
tures and semanti
s. The implementation ap-

pears similar to the one used in [13℄ (a

ording to private 
ommuni
ation),

whi
h also uses a version of past time logi
. We here present the past time

logi
 module as is, and then give a step-wise explanation.

fmod PT-LTL is ex PROP-CALC .

*** Syntax ***

op ~_ : Formula -> Formula .

op _S_ : Formula Formula -> Formula .

*** Semanti
 Data stru
ture ***

op ptLtl : Formula -> FormulaDS .

op atom : Atom Bool -> FormulaDS .

op prev : FormulaDS Bool -> FormulaDS .

op and : FormulaDS FormulaDS Bool -> FormulaDS .

op xor : FormulaDS FormulaDS Bool -> FormulaDS .

op sin
e : FormulaDS FormulaDS Bool -> FormulaDS .

var A : Atom . var As : AtomState .

var B : Bool .

vars X Y : Formula .

vars D D' Dx Dx' Dy Dy' : FormulaDS .

eq [atom(A,B)℄ = B .

eq [prev(D,B)℄ = B .

eq [sin
e(Dx,Dy,B)℄ = B .

eq [and(Dx,Dy,B)℄ = B .

eq [xor(Dx,Dy,B)℄ = B .

eq ptLtl(true){As} = true .

eq ptLtl(false){As} = false .

eq ptLtl(A){As} =

atom(A, (A{As} == true)) .

eq ptLtl(~ X){As} = false .


eq ptLtl(X S Y){As} = sin
e(Dx,Dy,[Dy℄)

if Dx := ptLtl(X){As} /\

Dy := ptLtl(Y){As} .


eq ptLtl(X /\ Y){As} =

and(Dx,Dy,[Dx℄ and [Dy℄)

if Dx := ptLtl(X){As} /\

Dy := ptLtl(Y){As} .


eq ptLtl(X ++ Y){As} =

xor(Dx,Dy,[Dx℄ xor [Dy℄)

if Dx := ptLtl(X){As} /\

Dy := ptLtl(Y){As} .

*** Semanti
s ***

eq atom(A,B){As} =

atom(A, (A{As} == true)) .

eq prev(D,B){As} = prev(D{As},[D℄) .


eq sin
e(Dx,Dy,B){As} =

sin
e(Dx',Dy',[Dy'℄ or B and [Dx℄)

if Dx' := Dx{As} /\

Dy' := Dy{As} .


eq and(Dx,Dy,B){As} =

and(Dx',Dy',[Dx'℄ and [Dy'℄)

if Dx' := Dx{As} /\

Dy' := Dy{As} .


eq xor(Dx,Dy,B){As} =

xor(Dx',Dy',[Dx'℄ xor [Dy'℄)

if Dx' := Dx{As} /\

Dy' := Dy{As} .

endfm

The module �rst introdu
es the syntax of the logi
, the previous{operator

and the sin
e{operator. The next two se
tions of the module introdu
e the

semanti
 data stru
ture needed for past time LTL formulae, and its semanti
s.

The data stru
ture is represented by the sort FormulaDS, introdu
ed in the

FORMULA module, and is needed to represent a formula during exe
ution. This



is in 
ontrast to future time LTL, where a formula represented itself, and a

transformation 
aused by a state transition was performed by transforming the

formula into a new formula that had to hold on the rest of the tra
e. In past

time LTL this te
hnique does not apply. Instead, for ea
h formula a spe
ial

tree-like data stru
ture is introdu
ed, whi
h keeps tra
k of the boolean value

of all subformulae of the formula in the previous state. These values are used

to 
orre
tly evaluate the value of the entire formula in the next state. The

operation ptLtl initializes/
reates the data stru
ture representing a formula.

The 
onstru
tors of the type FormulaDS 
orrespond to the di�erent kinds of

past time LTL operators: atom (for atomi
 propositions), and, xor, prev, and

sin
e. Hen
e, for example, the formula ~ A (previous A) for some atomi


proposition A is represented by prev(atom(A,true),false) in the example 
ase

that A is true in the 
urrent state, but was false in the previous state. Hen
e

the se
ond boolean argument represents the 
urrent value of the formula, and

is returned by the [ ℄ operation. The ptLtl operation that 
reates the initial

data stru
tures from formulae is de�ned through equations that also de�ne

the operation f g:FormulaDS AtomState -> FormulaDS on the initial atomi


state. Hen
e, this de�nes how the data stru
ture of a formula is initialized.

Note that this operation now is applied to the data stru
ture of a formula. The

equations for the three binary operators (sin
e, and and xor) are de�ned using


onditional equations (
eq). Conditions are provided after the if keyword and

introdu
e new variables used in the equations.

3.4 EÆ
ient Observer Generation

Logi
-based monitoring 
an add overhead to the normal exe
ution of pro-

grams. Be
ause of the high 
omplexity of validity in many logi
s, it is very

easy to design and implement ineÆ
ient algorithms. We deliberately de
ided

that, at this early stage of JPaX, it is more important to 
on
entrate our ef-

forts on �nding and experimenting with more expressive and natural logi
s for

monitoring, rather than implementing very eÆ
ient algorithms for parti
ular

logi
s whi
h may soon turn out not to be the most appropriate ones. How-

ever, sin
e LTL seems to be a good 
andidate logi
, we started to investigate

eÆ
ient runtime formula veri�
ation algorithms for both future time and past

time LTL. More pre
isely, we are looking for algorithms that generate eÆ
ient

observers from formulae, i.e., (Java) 
ode or data stru
tures that \en
ode" the

formulae and 
an be exe
uted or modi�ed syn
hronously with the observed

program, returning an appropriate message when the formula is violated.

After experimenting with runtime veri�
ation algorithms for LTL [10,16,11℄,

ea
h with its advantages and drawba
ks, we realized that in order for one to

properly 
ompare these, one needs to �rst understand and establish 
riteria for

\good" runtime veri�
ation algorithms. Consider a �xed logi
. The following

is a list of priorities that 
urrently in
uen
e the 
hoi
e of runtime algorithms

in JPaX :



Forwards Design. Algorithms that visit the exe
ution tra
es ba
kwards in-

volve storing the tra
e and 
annot throw ex
eptions or guide the program

when a formula is violated.

Runtime EÆ
ien
y. An algorithm that is exponential in the size of the

tra
e is unusable, while an algorithm that is exponential in the size of for-

mula is usable but better be avoided.

Initialization. The time required to generate 
ode or data stru
tures from

formulae 
annot be ignored, but it is 
onsidered less important than the

previous 
riteria.

A trivial rewriting algorithm for future time LTL that blindly implements

the semanti
s is immediate (see also [10℄), but it is exponential in the size of

the tra
e, so it is impra
ti
al. The simple and elegant pro
edure shown in

Subse
tion 3.2 and proved 
orre
t in [10℄ is worst-
ase exponential only in the

size of the formula but linear in the size of the tra
e. We found it quite good

in pra
ti
e so far and the fa
t that it 
an be implemented in only a few lines

of Maude 
ode makes it a very good 
hoi
e at this in
ipient stage of JPaX.

Dynami
 programming algorithms generated from future time LTL formulae

[16℄ run in time O(nm), where n is the size of the tra
e and m is the size of the

formula. Unfortunately, these algorithms visit the exe
ution tra
e ba
kwards

so they fail to satisfy the �rst 
riterion. Fortunately, the same idea applies

to past time LTL and, by dualization, yields forwards algorithms of the same


omplexity. Therefore, past time LTL is a very ni
ely 
omputable logi
 for

monitoring. Besides that, the naturalness with whi
h one expresses safety

requirements in it makes us believe that it is a better 
hoi
e than future time

LTL.

However, we next very brie
y present some 
on
epts that lead to a future

time �nite-tra
e LTL formula-
he
king algorithm that is the best one of whi
h

we are aware satisfying the 
riteria above. It visits the exe
ution tra
e forwards

and its worst-
ase runtime 
omplexity is O(nk), where n is the length of the

tra
e and k is the number of variables of the formula. The 
omplete details

together with optimality proofs will appear elsewhere soon.

We �rst introdu
e some data stru
tures that will be needed to en
ode

a formula. Intuitively, a binary transition tree is a binary tree where the

nodes are atomi
 propositions, while the leaves are states or truth values. For

simpli
ity in writing, we make use of a C/Java-like operator ? : having

the typi
al intuition: a?t

1

: t

2

means \if a then t

1

else t

2

". For example, if

P = fa; b; 
g is a set of \atomi
 propositions" and S = f1; 2; 3g is a set of

\states", then a?(b?1 : 2) : 1 and a?(
?2 : false) : (
?true : (b?3 : 1)) are all

well-formed hP ?Si-binary transition trees. We next give a 
ompa
t formal

de�nition whi
h 
an be skipped by the impatient reader. Let Bool be the

set ftrue; falseg and let us 
onsider two sorts Prop and State that stay for

propositions and states, respe
tively.

De�nition 3.1 Given sets P : Prop and S : State, respe
tively, then a hP ?Si-



binary transition tree (or simply hP ?Si-BTT or even BTT) is a term of

sort BTT of the order-sorted free algebra T

�

(P; S [ Bool) over a signature �


onsisting of the sorts Prop, State and BTT with State a subsort of BTT, and

the operation

1

( ? : ) :Prop � BTT � BTT ! BTT. If S is empty then

hP ?;i-BTT's are 
alled P -binary de
ision trees (or simply P -BDT's or

BDT's; see [1℄).

If size of a BTT be
omes an important issue, than one 
an 
hange this

de�nition to take advantage of repetitions of subtrees, thus obtaining dire
ted

a
y
li
 graphs instead of trees, like in the 
ase of binary de
ision diagrams (see

for example [1℄). However, the size of BTT's doesn't seem to be important

yet, in the sense that it doesn't a�e
t any of the three 
riteria above.

De�nition 3.2 A BTT �nite state ma
hine (or simply BTT FSM) 
on-

sists of sets P and S, together with a total fun
tion next that maps ea
h

element in S into a hP ?Si-BTT. A BTT �nite tra
e FSM is a BTT FSM

together with a total fun
tion end that maps ea
h element in S into a P -BDT.

The fun
tion end de
ides whether a state is a

epting or not when a tra
e

ends there. The notion of a

epted \exe
ution" tra
e should be next de�ned

but spa
e doesn't allow us to go into more formal aspe
ts. We only show how

the LTL formula �(a ! �b) 
an be en
oded as a BTT �nite tra
e FSM: in

this 
ase P = fa; bg, S = f1; 2g, next(1) = a?(b?1 : 2) : 1, end(1) = a?(b?true :

false) : true, and next(2) = b?1 : 2, end(2) = b?true : false. The intuition for

this data stru
ture is as follows. If the monitored program, say P, is in a state

whi
h is not the end of the observed tra
e, then: if the observer is in state 1

then evaluate the atomi
 proposition a in the 
urrent state of P and if this is

true then evaluate b and if this is false then 
hange the state of the observer

to 2; if the observer is in state 2 then evaluate only b and if this is true then


hange the observer state to 1. If one de
ides to stop the monitoring of P,

then the end BDT's are evaluated similarly. Noti
e that false is returned when

an a o

urred in the exe
ution tra
e whi
h was not followed by a b. The reader

may have already noti
ed that we payed spe
ial attention to the evaluation of

atomi
 propositions: they are evaluated only when needed. This is be
ause

the evaluation pro
ess 
an be often long; for example, an atomi
 proposition


an test whether an array is sorted.

We have designed and implemented in Maude (in less than 200 lines of


ode) a relatively easy and elegant pro
edure that generates an optimal BTT

�nite tra
e FSM from any LTL formula. Despite its worst-
ase exponential


omplexity, it is quite fast on typi
al formulae and it never needed more than

30 se
onds (on a 400MHz laptop) to generate an optimal data stru
ture; it

needed more than 1 se
ond only on hand-
rafted arti�
ial formulae. This

initialization time is spent only on
e, at the beginning of the monitoring. The

following are a few examples of optimal BTT �nite tra
e �nite state ma
hines

1

Written in mix-�x notation.



generated by our 
urrent implementation:

Formula State next end

� � a 1 1 a?true : false

�(�a _�:a) 1 1 true

�(a! �b) 1 a?(b?1 : 2) : 1 a?(b?true : false) : true

2 b?1 : 2 b?true : false

a U (b U 
) 1 
?true : (a?1 : (b?2 : false)) 
?true : false

2 
?true : (b?2 : false) 
?true : false

Noti
e that liveness properties do not really make sense in �nite tra
e LTL

without statisti
al analysis. In parti
ular, the formula � � a is violated if

and only if a is false in the last observed state of the monitored program.

The formula �(�a _�:a) is always true in �nite tra
e LTL and our optimal

generator proved that.

4 Error Pattern Analysis

Logi
 based analysis of exe
ution tra
es 
an reveal domain spe
i�
 high level

errors, but it implies human intervention in designing the appli
ation require-

ments or/and their underlying logi
s. However, many errors are lower level

and are usually due to bad programming pra
ti
e or la
k of attention, and for-

tunately, an interesting portion of them 
an be revealed automati
ally. Even

if some of these error patterns 
ould be spe
i�ed using adequate requirements

formalisms and then enfor
ed using the same logi
-based approa
h as above,

we think that this pro
edure is too heavy for this kind of errors, and that

it is a
tually more appropriate to allow the users atta
h designated eÆ
ient

algorithms to JPaX. We have implemented the algorithms des
ribed below in

both Maude and Java, but the 
urrent JPaX uses the Java implementations.

Error pattern runtime analysis algorithms explore an exe
ution tra
e and

dete
t error potentials. The important and appealing aspe
t of these algo-

rithms is that they �nd error potentials even in the 
ase where errors do not

expli
itly o

ur in the examined exe
ution tra
e. They are usually fast and

s
alable, and often 
at
h the problems they are designed to 
at
h, that is,

the randomness in the 
hoi
e of run does not seem to imply a similar ran-

domness in the analysis results. The trade o� is that they have less 
overage

than heavyweight formal methods and often suggest problems whi
h, after

a 
areful semanti
al analysis, turn out not to be errors. Two examples of

su
h algorithms fo
using on 
on
urren
y errors have been implemented in

JPaX: the Eraser [17℄ data ra
e analysis algorithm and a deadlo
k analysis

algorithm based on analyzing lo
k 
y
les. Both these algorithms have been



previously implemented by Compaq in the Visual Threads tool [6℄ to work for

C and C++. Inspired by the Visual Threads tool, we also previously imple-

mented the data ra
e algorithm and a variant of the deadlo
k algorithm in

Java PathFinder [7℄, modifying the Java Virtual Ma
hine des
ribed in [18℄.

Our 
ontribution in error pattern analysis for JPaX is to make these algorithms

work for Java using byte 
ode instrumentation, to integrate them with logi


based monitoring, and to allow advan
ed users to program new error pattern

analysis rules in a 
exible manner. The rest of this se
tion shortly des
ribes

the data ra
e and deadlo
k dete
tion algorithms.

4.1 Data Ra
e Analysis

We brie
y des
ribe here how easily data ra
es 
an o

ur in 
on
urrent pro-

gramming and how Eraser [17℄ has been implemented in JPaX to work on Java

programs. A data ra
e o

urs when two or more 
on
urrent threads a

ess a

shared variable, at least one a

ess is a write, and the threads use no expli
it

me
hanism to prevent the a

esses from being simultaneous. The Eraser algo-

rithm dete
ts data ra
es by studying a single exe
ution tra
e of the monitored

program, trying to 
on
lude whether there exist valid runs where data ra
es

are possible. We illustrate the data ra
e analysis with the following example.

1. 
lass Value{

2. private int x = 1;

3.

4. publi
 syn
hronized void add(Value v){x = x + v.get();}

5.

6. publi
 int get(){return x;}

7. }

8.

9. 
lass Task extends Thread{

10. Value v1; Value v2;

11.

12. publi
 Task(Value v1,Value v2){

13. this.v1 = v1; this.v2 = v2;

14. this.start();

15. }

16.

17. publi
 void run(){v1.add(v2);}

18. }

19.

20. 
lass Main{

21. publi
 stati
 void main(String[℄ args){

22. Value v1 = new Value(); Value v2 = new Value();

23. new Task(v1,v2); new Task(v2,v1);

24. }

25. }

The 
lass Value 
ontains an integer variable x, a syn
hronized method

add that updates x by adding the 
ontent of another Value variable, and an

unsyn
hronized method get that simply returns the value of x. Task is a

thread 
lass: its instan
es are started with the method start whi
h exe
utes

the user de�ned method run. Two su
h tasks are started in Main, on two

instan
es of the Value 
lass, v1 and v2. When running JPaX with the Eraser

option swit
hed on, a data ra
e potential is found, reporting that the variable

x in 
lass Value is a

essed unprote
ted by the two threads in lines 4 and 6,



respe
tively. The generated warning message gives a s
enario under whi
h a

data ra
e might appear, summarizing the following. One Task thread 
an 
all

the add method on the obje
t v1 with the parameter Value obje
t v2, whose


ontent is thus read via the unsyn
hronized get method. The other thread 
an

simultaneously do the same thing, i.e., 
all the add method on v2. Therefore,

the 
ontent of v2 might be a

essed simultaneously by the two threads. Two

data ra
e warnings are a
tually emitted, sin
e the the other task 
an perform

the same behavior with v1 and v2 inter
hanged.

Roughly, the algorithm works and is implemented in JPaX as follows. The

instrumented byte 
ode of the monitored program emits to the observer appro-

priate events when variables are read or updated, and when lo
ks are a
quired

or released as a result of exe
uting Java's syn
hronized statements or from


alling/returning from syn
hronized methods. The observer maintains two

data stru
tures: a thread map that keeps tra
k of all the lo
ks owned by ea
h

thread, and a variable map that asso
iates with ea
h (shared) variable the

interse
tion of the set of lo
ks that has been 
ommonly owned by all a

essing

threads in the past. If this set ever be
omes empty then a data ra
e potential

exists. More pre
isely, when a variable is a

essed for the �rst time, the lo
ks

owned by the a

essing thread at that moment are stored in the variable's

variable set. Subsequent a

esses by other threads 
auses the set to be re�ned

to its interse
tion with the lo
ks owned by those threads. An extra state ma-


hine is also maintained for ea
h variable to keep tra
k of how many threads

have a

essed the variable and how (read/write). This is used to redu
e the

number of false warnings, su
h as situations in whi
h variables are initialized

by a single thread without lo
ks (whi
h is safe) or several threads only read a

variable after it has been initialized (whi
h is also safe).

Deadlo
k Dete
tion

Deadlo
k potentials are hard to �nd in general, but there are 
lassi
al deadlo
k

situations whi
h o

ur when multiple threads take lo
ks in di�erent order. For

example, a deadlo
k will arise if a thread a
quires a lo
k and then, without

releasing it, a
quires another lo
k, while another thread �rst a
quires the

se
ond lo
k and then the �rst one. One 
an simply 
reate su
h a situation in

the previous Java example if one wrongly tries to repair the data ra
e by also

de�ning the get method in line 6 as syn
hronized:

6. publi
 syn
hronized int get(){return x;}

It is 
lear now that the data ra
e algorithm will indeed not return a warning

anymore be
ause the variable x 
an no longer be a

essed simultaneously from

two threads. However, there is a deadlo
k potential now and JPaX dete
ts

it. More exa
tly, when running JPaX on the modi�ed program, a lo
k order

problem is found and an appropriate warning message is issued summarizing

the fa
t that two obje
t instan
es of the Value 
lass are taken in a di�erent

order by the two Task threads. It also indi
ates the line numbers where the

threads may potentially deadlo
k: line 4 where the get method 
alled from



add may lo
k the se
ond obje
t. Noti
e that this deadlo
k doesn't need to

appear in the examined tra
e in order for this warning to be issued. In fa
t,

deadlo
k potentials might be reported in general even if those deadlo
ks will

never appear in any exe
ution of the program. Any exe
ution of the modi�ed

program above will 
ause a warning to be issued.

The runtime deadlo
k analysis algorithm is also implemented in the ob-

server and it needs only a subset of the events generated for the data ra
e

algorithm, namely those related to lo
k a
quires and releases of lo
ks that re-

sult from exe
uting Java's syn
hronized statements or from 
alling/returning

from syn
hronized methods. Two data stru
tures are maintained in the ob-

server: as in the data ra
e algorithm a thread map keeps tra
k of the lo
ks

owned by ea
h thread, while a se
ond data stru
ture, a lo
k graph, updates

a graph that a

umulates as nodes all the lo
ks taken by any thread during

an exe
ution, the edges re
ording lo
king orders. In other words, an edge is

introdu
ed from a lo
k to another ea
h time when a thread that already owns

the �rst lo
k a
quires the other. If during the exe
ution of the program this

graph be
omes 
y
li
, then there is a deadlo
k potential related to lo
k order-

ing in the program. This simple algorithm 
an reveal more 
omplex deadlo
k

potentials between more than two threads, as illustrated for example by the


lassi
al dining philosopher's example.

5 Con
lusions

We have presented JPaX, a runtime veri�
ation tool under development at

NASA Ames Resear
h Center. JPaX provides an integrated environment

for instrumenting Java byte 
ode to emit events during exe
ution to an ob-

server, whi
h performs two kinds of analysis: logi
 based monitoring, 
he
king

events against high level requirements spe
i�
ations, and error pattern anal-

ysis, sear
hing for low level programming errors. It has been shown how the

two kinds of veri�
ation 
an be 
ombined by viewing them as rules within an

extensible set of rules. It has in parti
ular been demonstrated how the Maude

rewriting logi
 
an be used to de�ne new logi
s for runtime veri�
ation in

a very 
exible manner, and how the Maude inferen
e engine 
an be used to

perform the monitoring itself. In the 
ase where eÆ
ien
y is required, we have

shown that optimal data stru
tures 
an be generated from future time and

past time LTL. Finally, two known error pattern dete
tion algorithms, one for

data ra
es and one for deadlo
ks, have been implemented to work on Java.

The proje
t as des
ribed above mainly fo
uses on applying the tool during

testing of a software appli
ation. Hen
e, with this perspe
tive the goal is to

smoothly 
ombine testing and formal methods, while avoiding some of the

pitfalls from ad ho
 testing and the 
omplexity of full-blown theorem proving

and model 
he
king. However, an at least equally interesting appli
ation of

runtime veri�
ation is to apply it during operation, and in
uen
e the program

behavior when requirements are violated. Our future resear
h will fo
us on



this aspe
t. In general, integration in the overall NASA Ames automated

software engineering e�ort is highlighted, and here two 
ru
ial issues are: how


an testing be made more formal, and how 
an missions be made safer in the

fa
e or errors o

urring during 
ight that survived tests.

Of other future work 
an be mentioned that we will experiment with new

logi
s in Maude more appropriate to monitoring than LTL, su
h as interval and

real time logi
s and UML notations. The latter allows to 
he
k original designs

(via state 
harts and/or sequen
e diagrams) against "real" exe
ution tra
es.

Future work on error pattern analysis will try to develop new algorithms for de-

te
ting 
on
urren
y errors other than data ra
es and deadlo
ks, and of 
ourse

to try to improve existing algorithms. We will also study 
ompletely new fun
-

tionalities of the system, su
h as guided exe
ution via 
ode instrumentation

to explore more of the possible interleavings of a non-deterministi
 
on
ur-

rent program during testing. Dynami
 program visualization is also a future

subje
t, where we regard a visualization pa
kage as just another rule in the

observer. A more user friendly interfa
e, both graphi
al and fun
tional, will

be provided, and �nally the tool will be evaluated against NASA safety 
riti
al

appli
ations.
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