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Abstract—The increasing complexity of autonomous space systems,
coupled with the desire to grow the space economy, necessitates
standardized development practices that guarantee an assurance
level commensurate with the high stakes of space missions, in-
cluding cost, schedule, and potential loss of human life. Several
standards have been published over the past decade, with some
focusing specifically on autonomous driving systems on Earth.
These standards advocate for an early analysis phase of the design
specification, but they do not provide sufficient insights on how to
define, decompose, and trace requirements — which is key in high-
assurance systems. The autonomous driving industry relies on a
large set of simulation scenarios and actual miles driven as evidence
in their assurance argument. However, space missions must obey
stricter safety requirements, and operational data might not be
available, which suggests the need for a model-based, requirement-
driven, and formal approach to design, test, and evaluation. This
paper presents an engineering life-cycle approach to designing au-
tonomous systems, and expands on two key elements: (1) the defini-
tion and decomposition of requirements and (2) the verification and
validation of requirements through automatic test generation. We
introduce a standard decomposition of an autonomous system into
levels and layers, and we model its components using system- and
control-theoretic methods. We propose a practical way to define
executable specifications that can generate behaviors. Then, we
present an automated test generation framework that comprises a
monitoring system, several search and optimization algorithms, and
a comprehensive data analysis framework. Finally, we show how the
approach has been applied to a prototypical lunar rover mission.
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1. INTRODUCTION

The design of new space exploration systems follows a rigor-
ous process [1, 2, 3, 4] to minimize the risk of missing scien-
tific goals, losing space assets, or even human lives. Many
of these systems feature some level of autonomy as well,
such as the Mars 2020 Perseverance rover. These systems
have undergone a considerable verification and validation
(V&V) effort [5, 6, 7]. However, risk reduction in these
systems is primarily achieved with careful engineering of the
hardware, the on-board fault protection system, and the V&V
of command sequences on the ground. This approach has
enabled the infusion of limited autonomous capabilities in
space at a reasonable, albeit still considerable, V&V cost.

As the space industry ventures into more complex missions
such as establishing a presence on the Moon or Mars, or
exploring planetary bodies too far from Earth to allow for
remote assistance, it is predicted that space systems will
require a higher level of autonomy [8]. It is, therefore,
important to understand whether current practices in systems
engineering can still deliver the same level of assurance that
has allowed the reliable operations of current systems.

There are several definitions of autonomy. NASA defines
autonomy as “the ability of a system to achieve goals while
operating independently of external control”. This definition
emphasizes the goal-oriented nature of an autonomous sys-
tem and its independence from any external controlling entity.
NATO provides a more detailed definition: “a system that
decides and acts to accomplish desired goals, within defined
parameters, based on acquired knowledge and an evolving
situational awareness, following an optimal but potentially
unpredictable course of action” [9]. This definition also
refers to an independent process to make decisions and act. It
also explicitly refers to the processes of acquiring knowledge
and evolving situational awareness. Finally, the course of
action, or plan followed by an autonomous system is optimal
(or perhaps more generally “rational” [10]) and potentially
unpredictable — with implied challenges for assurance. Es-
sentially, an autonomous system is a closed loop system
where the state evolves according to certain dynamics. One
part of the system, which we call the System Under Design
(SUD), is what is commonly (but imprecisely) referred to as
the autonomous system, while the other part is the environ-
ment. Properties such as “reaching goal states”, “guarantee-
ing safety” or “achieving some level of performance”, are all
stated over all possible (and unpredictable according to the



NATO definition) behaviors (i.e., sequences of states) of the
system. Thus, an autonomous system is in fact just a system
where the SUD has to be designed to meet certain properties
when connected in a closed loop with the environment.

Despite the fact that autonomous systems are just systems,
the few successful deployments in safety- or mission-critical
applications are the result of design paradigms that effectively
reduce the complexity and uncertainty associated with acquir-
ing knowledge and making rational decisions. Automated
warehouses and assembly lines rely on a well-characterized
environment that has been conditioned to facilitate the reli-
able operation of robots in these applications. For example,
visual markers in certain locations can be effective at man-
aging localization uncertainty, while repetitive tasks based
on predictable movements of high actuation authority robots
minimize the probability of reaching undesirable states as the
result of an action. Even in these cases, however, there is still
room for accidents that may result in harm to people. This
risk is mitigated by restricting access to certain areas, such as
around a robot on an assembly line. With all these limitations,
the autonomous system verification problem reduces to a
control problem with limited uncertainty such as sensor noise.
These kinds of problems can be solved precisely [11], and
safety and performance bounds can be shown to hold via
mathematical proofs, which is the strongest form of evidence
in an assurance case (assuming that all models have been
validated).

The design and analysis of these closed loop systems, how-
ever, can become complex due to several factors. The number
of variables that characterize the relevant state of the environ-
ment and the SUD can become very large. Not all relevant
variables can be observed directly and must be inferred from
other observable variables, leading to epistemic uncertainty
about the environment [12]. The dynamics of the closed loop
system are not fully known at design time, are highly non-
linear, or a closed form solution for the system trajectories
does not exist. This is certainly the case for most interesting
terrestrial and space systems. For example, self-driving cars
negotiate an environment with many other vehicles (human-
driven and autonomous) and pedestrians whose intents are not
observable. The SUD includes several subsystems and must
respond to a large variety of situations, from slippery roads
(that can be dealt with by using advanced control systems) to
flat tires, mechanical failures, burned out light bulbs, or other
electrical failures. These discrete events require changing
the driving mode and making many other considerations
that render the dynamics of the whole system difficult to
characterize (also because any change in the driving mode,
such as a minimum-risk-maneuver to pull to the right, triggers
changes in how the environment behaves in response). After
more than 15 years of development, Waymo has been able
to deploy autonomous cars in pre-mapped environments,
with fleet response operators ready to intervene. However,
changing driving regime such as traveling on a freeway, or
in a different city, requires a considerable investment in pre-
characterizing the environment, and testing for millions of
miles. Neither is possible for space systems.

Space systems, and in particular exploration systems de-
signed for scientific missions in less-known environments,
need to manage energy, thermal states, communications,
motion, instruments, and sample collection. Many of these
sub-systems are critical to the success of a mission. Their
actions must be coordinated, and resources such as energy
must be managed to avoid preventing critical actions from
being executed at the right time. These systems must be able

to detect and react appropriately to a large number of off-
nominal situations. However, there are important differences
between self-driving vehicles and space exploration robots.
The first is the level of criticality of the system. Both operate
as safety-critical systems, but their stakes differ. For self-
driving cars, the overriding concern is human safety, where
any loss of life or serious injury is unacceptable. For space
rovers, the primary concern is mission success and asset
preservation, where a single collision or hardware failure on
another planet could mean the end of a multi-billion-dollar
mission with no possibility of repair. The second important
difference is in the evidence to support an assurance case.
The self-driving industry can rely on data collected in the
operational environment, accurate simulations, or historical
accident databases to provide statistical metrics of perfor-
mance and reliability. The design of a space system must
rely more on models, also because of lack of access to the
operational environment.

There have been several important efforts to provide guidance
for the design and verification of autonomous systems. The
most relevant to the work presented in this paper are the
ISO 21448 “Safety of the intended functionality (SOTIF)”
[13], and the System Theoretic Process Analysis (STPA)[14].
The SOTIF standard, which has been developed for the
automotive industry, provides a methodology to assess the
intended functionality of a system with respect to the po-
tential harm caused by functional insufficiencies rather than
functional failures (which is covered by ISO 26262 [15]). The
methodology is divided into two steps: identification and mit-
igation of known hazards via analysis, and identification and
mitigation of unknown hazards via stress testing. The first
step requires the development of models for the operational
design domain, the systems, and the causality chain from
a functional insufficiency (e.g., vision system performance
when facing the Sun) to harm (e.g., loss of life).

STPA proposes a model where the behavior of a system of
interacting sub-systems is controlled by a higher level system
which is decomposed into a process model that observes the
system and estimates its state, and a controller that sends
actions to the controlled system. The methodology provides
a structured way of identifying unsafe control actions and
tracing them back to their causes. STPA can be applied to a
variety of systems, and it is an analytic method used at design
time, or as a way to identify the root cause of an accident.

In this paper, we take inspiration from these previous works,
and we make the following contributions:

We formalize a life-cycle approach to assurance of au-
tonomous systems that is particularly suitable for space mis-
sion design and V&V. While we recognize the importance of
data, we also emphasize the need for creating models since
data may be scarce or not available for new missions. We also
cannot rely only on testing due to the inaccessible operational
environment.

We define a modeling approach for autonomous systems
that drives the definition and traceability of requirements, and
defines the V&V activities at different levels of abstraction of
the system. This model is inspired by the STPA approach, but
it is formal and amenable to automation.

We provide practical implementations of tools to address
two important steps in the methodology:

— Requirement generation and validation. We assume that
the goals of the space mission have been defined and that
the system has been decomposed into its first level compo-
nents. We are not concerned with the design of the hardware



such as the thermal system, the propulsion system, or the
power system. Rather, we are concerned with the control
software component. We assume that high-level capabilities
have been assigned to the software. This step can leverage
methodologies such as goal-based requirements engineering
[16]. From this specification, we provide a methodology
to create a high-level model of the intended functionality
of the system which is the composition of control systems,
each in charge of controlling a sub-system on the spacecraft.
Then, we show how the system can be analyzed either by
simulation or by formal methods. This first step yields a set
of requirements that the situational assessment and decision-
making algorithms must satisfy.

— Automatic test generation. The second key technology
that we use is test generation. We assume that the system
has been implemented and that we have access to a simulator
of the environment. We then use test generation to find sce-
narios in which the system does not satisfy the requirements
identified in the first step.

We apply the methodology to a lunar rover mission that
comprises a system-level autonomy layer and three sub-
systems abstracted by their intended functionality: the navi-
gation system, the communication system, and an instrument
to perform scientific measurements. We discuss results and
lessons learned.

2. LEVELS AND LAYERS IN AUTONOMOUS
SYSTEMS ARCHITECTURES

Control hierarchies arise in nature, society, and technical
systems. Hierarchies have also been proposed by most of
the architectural frameworks for the design of autonomous
systems [17, 18, 19]. More recently, various instantiations of
layered control architectures have also been formally studied
[20, 21, 22, 23]. Hierarchical control systems become nec-
essary to deal with the complexity of making decisions, but
they are also necessary for modularity and for reusing well-
characterized behaviors. Without an organized structure, each
design would need to consider how decisions affect each
other and resolve them by negotiating among several decision
makers. For example, the navigation subsystem of a rover
would need to know when the next communication window
will start and decide whether to continue driving or stop. A
higher level of control, instead, could reuse these independent
capabilities to generate many possible sequences of driving,
stopping, and communication tasks.

At the lowest layer of the hierarchy, we find the control sys-
tem that is responsible for regulating physical variables in the
environment. This layer is implemented as a set of feedback
control loops that ensure that the system tracks a reference
trajectory while satisfying constraints on the value of the state
and input variables. The layers above the control layer are
often application-dependent. In [20], for example, the authors
develop models for trajectory planning (optimization-based),
and decision-making (logic-based). In [24], the authors report
the hierarchical architecture of the Endurance [25] lunar rover
with particular emphasis on the decision-making layer which
is partitioned into a ground layer and an onboard system-
level deliberative layer. The latter interfaces with a number
of lower-level layers, one for each subsystem, including
mobility and communication.

Layers shall be distinguished from levels [26]. While we
identify layers as service providers to the layers above (or
users of services provided by the layers below), levels refer
to the granularity of the representation of an architecture. It

is essential to leverage levels as much as possible to reduce
the complexity of the design and verification activities. The
definition of the layers and levels of an architecture evolves
together with the definition of the requirements for each
component in the system and establishes traceability links.
This is an essential part of our methodology.

Figure 1 shows a high-level view of the levels and the layers
that our methodology leverages in the design and analysis of
an autonomous system. The first level, lvg, is our starting
view of the system as the feedback interconnection of an
environment and the SUD. The system behavior depends
on a set of parameters P (such as the maximum speed and
power draw of a rover on the Moon), and can be observed
through a set of observable outputs O (such as the state of
charge or the current task being executed). The environment
is always considered the lowest layer ly,. We cross levels by
refining the previous layer. Level lv, shows a refined view of
the SUD, which is decomposed into two layers: the ground
controller and the rover system. This refinement is denoted
by Rp in Figure 1.

Note: Refinement links. Refinement links are traceability
links that can be formally defined using a compositional
framework as shown in [22]. Consider Ry as an example.
We can characterize the environment with an assumption
Ag o representing the set of command sequences that can be
accepted from the SUD, and a guarantee G o representing
the way in which the environment responds to commands
and provides observations when the assumption Ag g is met.
For example, Ag o may impose bounds on the maximum
commanded accelerations, while Gg o specifies bounds on
the error of the reported position of the rover. When all
components are specified this way, contract-based design
[27, 28] can be used to formally check the compatibility of
components and their consistency and completeness across
levels. Intuitively, the SUD will have its own assumptions
Asup,o, which are often called environmental assumptions,

and which must be met by G E,o]. Refinement Ry must
maintain assumptions and guarantees in the following sense.
The environment at level vy must have a larger assumption
set, i.e., Ago Ag 1, and must have an equal or smaller
set of guaranteed behaviors Gg 1 Gg,o (please refer to
[28] for a precise definition of the refinement relation). All
refinement relations introduced later can be formally verified
using this approach.

Finally, the composition of the ground controller and the
rover system must be a refinement of the SUD. The next
refinement R1 decomposes the rover into a system-level con-
trol layer and a set of dedicated controllers for different sub-
systems such as navigation, communication, and instrument
control.

Each of these sub-systems can be further refined into a (not
necessarily uniform) number of functional layers (e.g., from
ly; toly, as shown in the figure). For example, the navigation
layer can be decomposed into a path planner, a trajectory
tracking layer, and a motor control layer. Thus, in reality,
the layered architecture of a system is a tree where each path
is a sequence of layers.

Note that we have used an implicit definition of a layer.
In our modeling approach, a layer is really a component

INotice that in a feedback composition, we must avoid circular reasoning. In
this case, for example, GE g is guaranteed by the environment only if Ag.o
is satisfied. But Ag.q is satisfied only if Gsyp:.o is satisfied, which in turn
depends on the satisfaction of Asyp:o.



Level Requirements

Vg - vy Up to subsystem requirements (L4)
vy Autonomy capabilities (LA)

v, - Ivy,  Controller interface requirements (LCO)
Ive Belief and Policy requirements (LBP)
vy Algorithmic requirements (LALG)

Table 1. Mapping between the levels and the set of require-
ments de ned at that level.

Figure 1. The de nition of the layers and levels that we

consider in our methodology. We call the next level ly, where SA and DM become more

explicit and algorithmic design decisions must be made.
SA is decomposed into a belief revision componanand

an observation generation component Finally, DM is
decomposed into a planning componentgpid an execution
component ex Upon receiving a plan generation command
rp, that carries the current command from the controlling
environment to be pursued next, the planning component
generates a plan; starting from the current statg. The
plan is then given to the execution component which uses
it to generate appropriate commands as a function of
the evolving state estimate;. We make two important
observations. First, the command carried by dpes not
have to be the most recent command from the controlling
environment. It is up to the execution algorithm to decide
the high-level command to be pursued next. Second, the
execution component may decide to generate a new plan even
if there is no change in the command from the controlling
environment. This may happen when the state estimate is in
con ict with the prediction that was made at planning time.

Figure 2: Re nement of a controller into a the control level
Ive, and the further re nement of the control level into the
policy level lv,.

that “re nes” behaviors. The command requests it receives
from the layer above are re ned into sequences of command 3 OyeERvIEW OF THE METHODOLOGY
requests for the layetselow. This is the typical planning ) i )
problem [29] where a command can be identi ed by a goal toThe goal of the methodology is to de ne a validated require-
be reached (i.e., bringing the value of the observables at sonfgent tree that satis es the goals of a space mission. Table
point in the future within a given goal sg}, or by atasktobe 1 shows the different sets of requirements that we de ne at
executed as speci ed in hierarchical task networks [30]. Theach of the levels described in Section 2 (Levels and Layers
decomposition of a layer into sub-layers continues until thdn Autonomous Systems Architectures).
planning problem has a practical solution. As an example, if .
we stopped our decomposition at leve] lwe would need Vo is already part of a standard development process. In
to solve a planning problem to re ne a task such as “reacHact, it corresponds to the de nition of system and sub-
science sites Pgj:::: Pol, in sequence while communicating System-level requirements. The component that controls the
with the ground” into motor control signals. First, such aSystem (the SUD) is a single entity that observes the state
problem cannot be solved monolithically in a practical way.of the environment (which includes the system's hardware
Second, the solution would be too rigid to also address othegomponents), makes decisions, and sends commands to the
potential commands from ground such as “driving to locationactuators. The requirements allocated to the SUD tend to be
Pol while taking measurements evetkilometers”. expressed in the form of high-level capabilities such as “take
a high-quality measurement of property X at location Y”.
When a |ayer reaches a level where an imp|ementati0n Ca-ﬁhe de nition of these requir_emen_ts is a_coll_aborative ef‘f_ort
be attempted, then it can be further re ned into lower levelsamong many stakeholders including scientists and subject-
of abstraction as shown in Figure 2. Consider a controller matter experts (SME) from a wide variety of engineering
It has two environments: the controlling environment, whichdisciplines. The speci cation language used in this phase
sends commands.; based on the observatiogisreceived tends to be English, as it is universally understood by such
from i, and a controlled environment that generates observad heterogeneous team.
tionsy; 1 based on the commands sent by controlleri. " . . .
The next level of abstraction, here denoted g a classical The capability requirements derived ag lare partitioned at -
decomposition [31, 32] of controllerinto two components: |V1. The engineering teams allocate roles and resp0n5|bll|t|es
situational assessment (SA) [33] and decision making (DM)to the ground and onboard systems and de ne the interface
The responsibility of SA is to maintain an internal estimatebetween them. An initial concept of operations (ConOps) is
x; of the state of the environment based on the observatiori@ken as input and re ned at this level. The result of this
yi 1and the actions;. The responsibility of DM is to select Step is the de nition of the commandg., from the ground
the next actior based on the commauagl, and the current System to the onboard systems and the observagionsin
state estimatg; . the opposite directioh

2Notice that we used the plural “layers” here because a layer may sendlin this particular exampld, is the number of layers between the environ-
commands to multiple other layers, each controlling a different sub-systemment and the top-layer of the on-board system hierarchy (excluded).

4



The decomposition at the next level, called,lvesults in  without attempting to generate any plan. For example, a

the de nition of the control layers for the entire system andcommand to drive is rejected if the state indicates that

the speci cation of the commands and observations for althe rover position is too close to an obstacle to attempt

components. The starting point for the de nition of this tree any motion. This analysis contributes to the de nition of

of control systems is the set of constraints derived af Iv pre(al,; ).

‘é"h;‘éh ti%(g:;lugoerﬁrgnlgrfge ex%ﬁﬁte(%)bfhla‘ggé Or;tgt'eo?])ésiﬁzr:t \{\é}heen_ Partial progress analysis This analysis identi es val-

xecutl f +2 u | : ? ; ;

environment must satisfy. Our methodology provides several es of the state vagables(aiﬂ) in which some progress

tools to de ne these interfaces that impose behavioral requirelowards the goag(a;’,; ) can be made, but the goal cannot

ments for each controller. We start by de ning commands. bg ;ealched. lt:r(])r e(!jxample, 3{ glfal Ioc?rt]lotnt;]s egclqsed by
obstacles, or the designer nows that the decision

A command speci cation comprises a name set of param- making problem is too hard to be solved exactly, and that any

eters (a), asetof uentsV (a) (time-varying properties) also reasqnable heuristic will not be complete (|.e., the plannlng

called state variables in the scope of the command, a dynam&gorithm may not be able to nd a plan, even if one exists).

model dyrfa), a goal criteriong(a), an error criteriore(a),  This analysis contributes to the de nition efa;,, ).

and a set of metricen(a). The dynamic model de nes the Execution time failure analysis

set of possible behaviors for the command, where a behavior- No progress analysisThis analysis identi es situations

is a particular evolution of the values of the state variablegjyring the execution of the commaaf,, that may reach a
V (a) over time, starting from an initial value taken from a set

At = . state from where the system can no longer make progress.
of possible initial condition¥/ 2 pre(a). Here,pre(a) isa  Taqe are situations that cannot be predicted at planning time

Poreddéﬁgté ?xgvvgl%gaékeﬁéhgtgggc\?g?;%?& \l/J\r/1edvevrr 'ttﬁ((aaéé)o e ge to insuf ciencies in the models used for planning or in the
. P . P rception system. This analysis contributes to the de nition
a at timet. The end criterion is a predicate owé(a) that

>
determines when the command has ended. This means tfgte(?liﬂ ) ) ,
we don't consider commands as events, but rather as durative- Discrepancy betweex and the desired behavior de ned
actions [34] (albeit the duration may or may not be explicitly by dyr(a’,; ). This analysis identi es cases in which the state
de ned). The execution of a command may stop when theestimatex; does not track the behavioral constraints imposed
error or goal criteria are met, but this is up to the controllerhy dyn(a?,, ). This analysis contributes to the de nition of
that is executing the command and is part of the decisioré(a> ) '
making policy. Finallym(a) is a function that maps partial vl L . .
behaviors oveN () to quantities of interest such as energy " rediction failure analysis . .
usage. The metrics are used to rank the possible behaviors False negative anaIyS|§Th|s analysis aims at de ning
in order of preference. The elements of a commandayn an appropriate model dya’,, ) to limit the misprediction
g(a), e(a), m(a) are all parametric in(a). Each choice of of future execution time failures. The analysis identi es
values for the parameters results in a different instance of theases where the model predicts a failure in the future, but the
command. failure would not have occurred had the system continued the
execution of the plan.

Consider acommand message produced by acomponent — False positive analysisThis analysis aims at de ning a
G+1 at layeri + 1 and received by a componeot at  appropriate model dy@/,, ) to limit actual execution time
layeri. These two components reason over different stat@ajlures. The analysis identi es cases where the model pre-
spaces and may use different models. Thus, we need icts the achievement of the goals in the future, but a failure
distinguish two views of a commaraj., . Thecontrolling  will occur if the system continues the execution of the plan.
environment viewa?,; represents the assumption theat;
makes about the impact of the command message on  Each layer is responsible for monitoring the execution of the
the variablesV (a7,;)  Xj+1 . Thecontrolled environment commands thatitissues to the controlled environment. This is
view &7,, represents the guarantee tiatprovides on the essential to advance the execution of a plan, to recover from

! - ._failures, and to change plans when progress is not satisfac-
change ofV(aj,,; ) xi when a command message is tory, This means that each layer must be able to identify when
received. Clearly, the guarantee must support the assumptiog,command succeeds or ends with an error, and whether the
which can be checked after eliciting the command modelgommand is satisfying its model. For exampbe,; must
and assessing their compatibility (or evaluating the potentiafs gpje to assess whethe(a,, ) is true or false. More

effect of their incompatibility). generally, the speci cation of a commargl.; results in a

To facilitate the complete de nition of these command views, S€tP rop(ai+1 ) of pairs of propertie¢pi+1 (&7, ); pi (@&1))
we leverage a list of analysis templates that elicit the defwherepi.; (a7, ) is evaluated oveY (a7, ), andp; (a7, ) is

¢ will be designed to generate commands for its controlled,. ., . _ 2 N
environment in order to satisfy the command constraintdn thiS Casegi+1 ) must be able to assess whetpda;,, ) is

imposed by dyfei.; ). The process that transfornag., true. This important requirement drives the de nition of the
from the controllinlg environment af to commands forits ~ Observationy; at each layer of the hierarchy. The following

controlled environment is the decision-making process showﬁ”al}{_s's tasks provide a way to arrive at their preliminary
in Figure 2. When building a command model &t , we € nition.

perform the following analyses: Epistemic uncertainty analysis This analysis aims at

determining whether knowing thak.; (a7, ) holds is suf-
Planning time failure analysis cient to establish thatp(a?,;) also holds. To perform

— No progress analysisThis analysis identi es values of this analysis, the relation betweg&nandx;s; must rst be
the state variableé (a?,, ) in whichc rejects commané .4 de ned. Given a state;, the analysis consists in deciding



how the state is measured and reported through observatidfiote: Reference model at level IWhe standard model at
yi, and how the observation may affect,; . The inverse |evel lv, can be formally de nefl The SA model is a relation
relation usually identi es aset 1(x;+1 ) thatrepresents the between its inputgy; 1;a;x;) at timet and its outputs
possible values of the statefor a given value ok;.; . Given  (yi;X;) at the next time step. This relation can be captured
thatpi+1 (&,, ) holds, then there is epistemic uncertainty if by a function:

pi(a?,; ) holds for some states ¥ 1(x;.1 ), but not for oth-

ers. Epistemic uncertainty can arise from partial observabilit®” : Dom(yi 1) Dom(a;) Dom(x;) !

of the controlled environment, or insuf ciencies in the ability . .

of a controller to deduce the state from the observations. = Yhere Donfx) denotes the domain of values of variakle
Aleatoric uncertainty analysisThis analysis assesses the Ascgr?giﬂogr%%wn?%?nt?r?\g’ C?ﬁ@agﬂz %r fe tﬂreocs(ta:tseeigr]ig{bslggn

statistics associated with a property of the state. The analys at we alwavs consider is the current set of commands that

determl_nes the expectedovalues and varances of thg are “active” ¥neaning they have been sent to the controlled

properties(pi+1 (&, ); Pi(a’, ) to determine if the state is o000 ment and have not met an end criterion yet

more or less uncertain at the higher level of the hierarchy. '
Delay-induced uncertainty There are always delays in- Thg gecision making function is a classical permissive policy

volved in the loop from a command to the observation of[35].
its effect. This analysis determines the expected delayd '

i -, . .

estaPllshes whetheg 41 (a7, ;t) can still bg used t_o infer DM; : Dom(x;) Dom(aj;)! 2P°oma)

pi(a,,;t+ ). In some cases, the behavior®f; is not

affected by the delay, or a prediction can be made to mitigat&Vhile a speci c plan leads to a deterministic policy, leve] Iv

its effect. is not low enough to select a speci ¢ course of action for
a command. The constraints on Pghould actually be as

An additional analysis is performed to de ne any additional l00Se as possible and only represent the essential constraints

constraints on sequences of commands rather than on a singfﬁgnos#'getrmggﬁ}é rggltij(i:rigsme?aseggepsgitti:?eesdéa-rnhEeiss\gggi ‘é"g

one. This analysis is meant to assess whether controll cﬁrectly by the function DM, or they can be speci ed as
i imposes any of the following typical constraints on the ) ; v . L &
glomn?and seql)J/ence sent®y; : g op behavioral constraints from which a maximally permissive

policy can be automatically synthesized [35, 36]. In Section 5
we present a tool that has been developed to allow for the
ﬁimulation of the system at leveldlv

oDom(x;) Dom(y;)

C+1 can/cannot send the same command befprbas
completed the execution of the previous one, depending o

the resulting state (e.g., whether the state indicatesasucceslsﬁe last level before software implementation ig. IvAt

Igl §Xse°§é:%”|8£§t?oﬁ”00£{ngﬂ)§x%ﬁ?§,'fé datg:ortr;]rget/r;? t%grr];vee[his level, engineers decide how to best represent commands
commgnd while the rover is driving. b dogs not imy ose and constraints, how to implement the decision-making con-
9 P traints in the form of planning and execution algorithms,

this constraint, then the resulting behavior (e.qg., overriding)f‘]OW to design a belief revision system that satis es the

must be de ned. ; , ; ; ;

‘ epistemic and aleatoric uncertainty constraints, and nally

a 'go(;?m&%gga”l gﬁséf;maﬁ b: g{ﬁgegg%mg%‘ge%%@ how to ensure that the delay bounds are satis ed. A key
i+l - P, veri cation problem is to check that the composition of pl

always be preceded by a pre-heating command to warm upnq ex satis es the decision making constraints derived at
the actuators involved in driving.

: Iv
A commanda;.; shall not/shall overlap with another com- ¢
manda’,, . For example, a communication command shall

not overlap with a driving command. 4. LUNAR ROVER EXAMPLE

These constraints often require the de nition of additional\We introduce an example inspired by the Endurance mis-

states in the system to keep track of the history of commandgion [25]. In this mission, a rover must collect samples
sent to the controlled environment. from various regions in the Moon's South Pole-Aitken basin.

The sample collection operations are supervised remotely by
After all interfaces between controllers and behavioral conthe ground team. The mission goals and the allocation of
straints have been de ned, a V&V activity is required to roles between the ground and the rover system can also be
check that the controlling environment and controlled envi-found in [25]. We will focus on ly and I. Figure 1
ronment views of a command are compatible, and that eacBhows a high-level diagram of the rover's layers at level
controller is able to monitor the execution of its commandslv2. Command familyas, , is a broad class (in practice
Furthermore, an argument must be made that the capabilitiemptured by speci c types of task networks [37]). We focus
de ned at vy can be delivered by the system (i.e., re nementon a subset of this family namettives, with parameters
relationR; holds for the rover system). (drives) = (wps;:5WpPk; m:  d), Where(wpy;::; wpk)

is a list of waypoints and , and 4 are two additional
The next step is to de ne constraints at leve} ko restrict  parameters explained below. The expected behavior of the
the behaviors of a controller and to satisfy the constraintsover system must satisfy the following constraints (which
derived at ly. By behavior, we mean the sequence ofessentially de ne dy(drives™)):
commands sent to the controlled environment in response to
the commands sent by the controlling environment, and, as a The rover must pursue the waypoints in the given sequence.
result, the evolution of the state variables of the SUD and the
environment as a function of time. At this level, additional 4In_this short paragraph, we will use a non-deterministic formulation. A

constraints may be generated to manage shared resourGgspaniiistic formulation is possible by replacing the range of the sad
such as energy. DM; functions with probability distributions.



system is also assigned the task of monitoring the growth of
the uncertainty over time and sending an observagioc (a
boolean value) which indicates the need to perform global
localization. The system-level controller can send a global
localization commandlocto the navigation controller.

Given that the navigation controller maintains a position esti-
mate, it is also assigned the responsibility of maintaining and
reporting a statalist,, that represents the distance traveled
since the last measurement was taken . The navigation con-
troller, however, does not directly know when a measurement

Figure 3: Details of the l¢ model of the rover. The hasbeen taken. Thus, it must also support a commesitb
command, state, and observation. reset such a state.

The other two commands sent by the system-level con-
The rover must communicate telemetry and scienti ¢ datatroller are:downlink (to the communication controller) and
at the beginning of each availability window. measure (to the instrument). The communication controller
The rover must take measurements periodically during itgeriodically queries a data product catalog that maintains
traverse every , kilometers (e.g, m 2 [1:8;2:2]). a list of data products with their associated data sizes to
The rover shall maintain a localization error no greater tharbe downlinked to the ground. While some data products
d- are always present (such as telemetry) and must always be
communicated, our model also allows for an explicit obser-
The goal criterion is that all waypoints are eventually reachedationrequest to download extra data. The communication
and that communication windows and measurements areontroller also reports when the data link is in use. Similarly
never skipped. The execution fails whenever the rover can nto the drive command, a model fdownlink is simply that
longer drive or take measurements. Communication is vitalafter a loop delay comm , thein _use observation becomes
and the rover should be designed so that the probability thdtue. Thedownlink command can fail for several reasons,
the communication system fails is acceptable. but clearly, it fails when the relay satellite is not available.
For this reason, the system level staigs includes variables
Figure 3 shows the result of the modeling effort according tovisible and available that are true when the relay satel-
our methodology. The navigation controller is in charge oflite is visible and available for communication, respectively.
moving the rover to a given waypoint. Thus, it must accept alhe explicit addition of these states removes the possible
drive command with an identi er of the location to reach and uncertainty in evaluating the precondition of the downlink
astop command to stop driving. The drive model finive? command.
was elicited using the methodology described in Section 3,
resulting in the identi cation of the following failures: The last analysis is concerned with eliciting constraints
among command sequences and any additional constraints to
Planning time failures: already driving, already at desti-manage resources such as energy. The list of constraints that
nation, actuator failure, no obstacle-free path to destinatiome have elicited is as follows:
found, too close to an obstacle, already in a failure mode, not

enough energy to drive. _ _ Command dependencies
Execution time failures: failure to track the desired path, — A drive command should not be issued if the rover is
unexpected large covariance in the state estimate, actuatgfready driving.

failure, too close to an obstacle, no obstacle-free path to— A downlink command should not be issued if the satellite
destination exists, not enough energy to drive. is already in use.

— A measure command should not be issued if the instru-
The precondition of thelrive> command can be developed ment is in use.
based on these observations. For exampldtiving * — When the rover is driving, @top command must be
: failure must be part of the precondition. However, the issued before gloc, downlink , or measure command.
system-level controller does not observe the map of the— drive should never be issued while executigdoc,
environment or the location of the rover, and cannot assessownlink , or measure.
whether the rover is close to an obstacle. Thus, there is— When using a radiometric global localization method,
no way to de ne a preconditiopre(drive”) that implies  downlink andglocshould not overlap, anglloc should only
pre(drive?). This epistemic uncertainty means that therebe issued if the satellite is visible.
could be a case in which a drive is rejected (for reasons other— When using optical global localization methodécand
than the rover being already driving or in a failure state).measure should not overlap. _
Finally, the dynamic model dydrive>) simply states that _— 9l0G downlink , and measure should never be inter-
thedriving state should be true while driving. However, after "upted before ending. _
a delay analysis, it is easy to see that such a model would not EN€rgy management constraints .
be correct. A better model /€ > t s(drive) + grive ) ) — drive shall not be _|ssued if the state of charge is below
driving , meaning that if the current time is greater than the@ Minimum threshold:soc  s0Gnin (Wheresognin is a

i i parameter).
gggy\,lvtr;g:\ tt?z (r:c())\?;;nsahnc;ju?/(\j/absesder%i(r?gve), plus the loop — The rover should be placed in sleep mode wken

SOGow (Wheresogy is a parameter). _ _
The navigation controller is the only component that main- — When in sleep mode, no command should be issued until
tains an estimate of the position of the rover. It must alsg®°C  SOGigh , €xcept for thelownlink command.

maintain an estimate of the uncertainty (called covariance)

around the position estimate. For this reason, the navigatiofihe statexsys has been de ned to support the de nition of
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DMsgys in such a way that the constraints listed above cartion that takes as parameters a set of candidate com-

all be satised. We have developed a modeling library tomandscandidate:lisfCommand] , the current state of
facilitate the de nition of these constraints, and to enable thehe systems:State , and the set of active commands
generation of behaviors for a system speci ed up to levgl Iv active:listfCommand] and returns the subset of the can-

We will describe the simulation environment in Section 5.  didate commands that satisfy a certain condition. For exam-
ple, the following rule removes drive command from the
list of candidates if the state of charge is below a minimum

5. ANALYSIS AT THE LV ¢ LEVEL threshold.

The methodology described in Section 3 guides the developetef stop_if_no_energy(

; P : _ candidate:listfCommand],
in the de nition of commands, observations, and kson state: SystemlLevelState,

straints. This level of detail is suf cient to develop tools that active: list{Command)]):
explore the space of possible behaviors. This set of behaviors  return [x for x in candidate
is larger than the set of behaviors that the system at level if not (isinstance(x,DriveCommand)

and state.soc <

v, generates, since the functions DM and SA are under- state.conf| Dl

speci ed. For example, we have not imposed any constraints
on optimal choices. The re nement of permissive policies

into_deterministic policies is done by the planning systemTg de ne a policy, the user can compose these rules in a
designed at level jy. However, critical properties, such as seria| or parallel fashion. The serial composition of two rules
the ones de ned in Section 4, can be veri ed for all behaviorsyesylts in the intersection of their outputs, while the parallel
at level I, regardless of the implementation choices made atomposition results in the union. A policy, then, is the serial
the subsequent levels. composition of a list of parallel compositions of rules (where

. . a parallel composition of a single rule is the rule itself).
We are pursuing two paths to explore the set of possible
behaviors: simulation and formal methods. The simulationthe policy used by the system level controller described
environment we have developed requires implementing exen Section 4 is shown in Figure 4. In particular, the user
cutable speci cations of the DM and SA components, whichge nes a list calledrules  (line 13). The elements of the
can be a dif cult task depending on the number of constraintsjst are considered in series, while’each element is a parallel
for each component. The advantage is that a simulatiogomposition of rules. ThPolicy base class offers a single
model can be written in an imperative programming languaggunction, apply , that takes the list of candidate commands,
such as Python and is therefore widely accessible to engineefige state, and the active commands, applies all the rules, and

who are not formal methods experts. returns the candidate commands that have not been ltered
) i out. The user is responsible for the de nition of the candidate
Simulation Model commands when applying a policy.

The simulation environment is written in the Python pro- . ) .
gramming language. It provides several services to de nd-ine 13 adds a standard rule that removes commands if their
controller components with their input and output ports anderecondition is not satis ed in the current state. Depending
to connect these ports to form a system. Ports are buffere@n the policy type, the user adds different types of rules. For

channels, and components execute according to their assign@§ample, in the case of radiometric global localization (line
rates. 21), thegloc commands can be allowed only if the satellite

is visible (line 22), ifgloc can nish within the visibility
Each time a controlle; runs, it executes the following steps: Window (i.e., has the opportunity to complete successfully),
and can nish before the next availability window (line 24)
where downlink must happen. Also notice on line 34
the parallel composition of three rules to stop the rover: a
ﬁ;)mmunication command must be issued, the energy level is

Read all input observations.

Use functior to generate a set of possible next states as
function of the input observations and the previous state. Thi
function is user-de ned and should be implemented based o
the analysis done in Section 3.

Select one next state and generate the corresponding obs

o low, or eithemglocor measure are supposed to occur.

e have developed a full model of the system shown in

vations using functiow; . This function is user-de ned. -igure 3, using abstract models for the dynamics, percep-
Read all input commands. tion, and energy consumption of the rover. Figure 5 shows

Execute the DM function, which is decomposed as follows:t1€ typical waveform diagram that can be obtained after a
— Select aPolicy depending on the input commands and simulation run. Each sub-plot represents the evolution of a
current state. The policy selection function is user-de ned. Staté over time. The rst subplot shows when the rover is
— Update the set of active commands (some of the activﬂ”v'”.g' The second subplot is the position covarianog
commands should be deactivated depending on the end critoc@lization uncertainty) at the navigation level . The covari-
ria) ance triggers global localization tasl®c (3rd subplot). The
_ i i _ 4th subplot is thalist_m value which triggers a measurement
Apply the selectecpolicy , which returns a set of pos task measure (5th subplot). The 7th subplot shows the

sible commands. The simulation environment provides bas S A ;
classes to de ne policies that encode the rules derived in th&ommunication task execution that uses the satellite and that

analvsis step (see Section 4 for examples). occurs always within an availability window (6th subplot).
_ Syelect tﬁe( commands to activatg agnong the possiblg'”a"y' the last two subplots represent the state of chsoge
commands, update the list of active commands, and send tt1d the recharging task respectively.
commands to the controlled environment.

Formal Methods
We present some details on the policy de nition supportAs discussed above, we model the autonomous system di-
that the simulation environment provides to users. Arectly in Python because it is highly expressive, is executable,
Policy is de ned by rules, where each rule is a func- is supported by a rich collection of libraries, and is user-
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class SystemLevelPolicy(Policy):
def __init_ (self, t,

contact_graph : ContactGraphTimeline,
measurement_duration : float,
gloc_duration: float,
policy type : str = ,
name= :

super().__init__(t, name)

self.cg = contact_graph

self. mesurement_duration = measurement_duration

self.gloc_duration = gloc_duration

self.policy_type = policy_type

self.rules = [[command_precondition_rule],[communicate_only_to_completion(contact_graph)]]

match policy_type:

self.rules.extend([[measurement_can_end_before_next_comm(contact_graph,
measurement_duration)],
[gloc_only_when_sat_is_visible],
[gloc_can_end_within_visibility window(contact_graph,gloc_duration)],
[gloc_can_end_before_next_comm(contact_graph,gloc_duration)]])
case :
self.rules.extend([[gloc_only_when_sat_is_visible],
[gloc_can_end_within_visibility_window(contact_graph,gloc_duration)],
[gloc_can_end_before_next_comm(contact_graph,gloc_duration)]])
case :
self.rules.extend([[gloc_or_measurement]])
case _ :
raise ValueError(f )
self.rules.extend([ [wait_to_wakeup_before_comm],
drive_in_sequence],
drive_only_if_not_driving_already],
measure_only_if_not_measuring_already],
recharge_only_if_not_recharging_already],
stop_to_communicate,stop_if_no_energy,stop_to_gloc,stop_to_measure],
stop_driving_if_no_energy],
drive_only_if_not_gloc_or_measurement],
dont_measure_while_resetting],
drive_only_if_not_recharge_to_max],
drive_only_if_soc_above_threshold]])

Figure 4: Example of policy speci cation in our simulation environment.

friendly for software engineers. This is important if we intend Theorem proveroffer very expressive higher-order logic
for engineers to write models themselves. An alternativespeci cation languages. However, they require users to
choice would be to use a formal modeling language sucltarry out proofs interactively with the system — for exam-
as Lean, PVS, TLA+, Event-B, or Spin. The advantage ofple, by providing loop invariants. Their advantage lies in
using formal methods is that a model can be veri ed forthe exible mathematical formalisms, making them suitable
all possible execution scenarios, or at least many more thafor de ning complete theories and concepts. Examples of
we can achieve by executing a Python program. Our platheorem provers include Lean, Coq, PVS, and Isabelle/HOL
is to pursue a formal approach beyond just testing. Wedwe refer to [40] for references to formal methods tools).
consider the pursuit of one or both of the following two Model checkerausually offer less expressive speci cation
alternative approaches: (i) supporting formal veri cation of languages but support automated proofs. Automated proofs
Python programs and (ii) the creation of a formal model in aare of course advantageous, especially if users are engineers
proper formal speci cation language. with little training in formal methods and under time pressure.
Examples of model checkers include TLA+, Spin, nuSMYV,
Formal veri cation of Python programs—Fhe simulation and FDR4. Formal programming languageare a special
model introduced in Section 5 is implemented as a Pythomgroup of formalisms which are, or resemble, programming
program. The ability to formally verify such programs languages and therefore should be more accessible to engi-
would provide a straightforward path to the formal analysisneers. While most of these are effectively theorem provers,
of autonomous systems at the kevel. One approach [38] requiring manual proofs (e.g., Dafny), some are based on
consists of translating Python into C or C++ to leverage thanodel checking, including Dezyne, Quint, and P.
ESBMC bounded model checker [39]. ESBMC translates a C
or C++ program into an SMT problem by unrolling loops to We are still in the process of selecting the most suitable
a speci ed depttk and then searching for property violations approach for our applications. There is value in formal-
across all possible “executions” up to that depth. This offerdzing an architecture in an expressive formal language (as
the advantage of a user-friendly language for writing modelsupported by theorem provers), in automated veri cation (as
while supporting both simulation and formal veri cation. supported by model checkers), and in a formalism close to
Whether this approach is computationally viable remains ta programming language which is accessible yet expressive.
be investigated. Our initial attempt to use Python as a modeling language and
support it with formal veri cation is an attempt to address
Using a Proper Formal Language¥he alternative is to use these advantages.
a formal speci cation language. Numerous such languages
and tools exist [40], which can be categorized as follows:



Figure 6: An example of selecting parameters, sampling
values for the parameters to produce a scenario, and then
providing the scenario to the system under test which in turn
produces some metrics, in this case the total distance the rover
drove given the scenario.

on when enough testing has been performed, is discussed
more in Section 6 (Testing Coverage).

The test generation framework as described below in Section
6 (Architecture Overview), has been architected for the fol-
lowing purposes:

Large-scalalata generatiorfrom system runs for the pur-
pose of analysis or learning. The framework is used to
generate and execute tests with no feedback to direct an
intelligent search for edge cases.

Finding the solution obptimization problemsin this case,

Figure 5: Results obtained by simulating the lunar rover casghe framework leverages feedback on how well the system
study described in Section 4 (Lunar rover example). under test performed in previous tests. This is useful for
. tasks such as tuning controller parameters to achieve optimal
performance, where the optimization algorithm identi es the
bes;t] contrlollerd param%tlersh

The nal and arguably the most interesting use case is to

6. TEST GENERATION identify requirement violations and compute an assurance
Once a set of requirements at lvas been identi ed, a V&V  metricthat de nes the probability of a requirement violation.
activity is required to check that they are satis ed at levelldentifying requirement violations may either be performed
Ivi+1 — a special case is to check that the ight softwareas simply identifying a violation and then stopping the test
implements |y requirements. When an executable modelgeneration until a developer has xed the identi ed problem,
for lvi+, is available, then V&V can be conducted by testing or it may be used to compute the performance bounds of the
the system under many possible scenarios, and verifying thaystem under test. The latter involves identifying (all) the
each test results in a trace of values for the state variables theggions of the parameter space where the autonomous system
does not violate lvrequirements. Testing for autonomous violates the requirements and not just the rst violation.
systems has been investigated in academic works [41, 42,
43], and widely used by the automotive industry [44]. This gigyre 6 is a visual depiction of the nomenclature that we will
approach requires sampling algorithms that can (intelligently),se in this section:
generate these varied tests. Due to the complexity of typica '
autonomous systems, namely the number of state variables . .
at all levels, the number of behaviors, and the uncertainty Parameter. A variable in the system that can take on
coming from limited knowledge of the environment, the va@lues within a given range. There are engineering parame-
number of possible scenarios to evaluate becomes too Iarge}%rS (i.e., battery capacity, downlink rate), science parameters
be fully explored. Thus, the sampling algorithms must work\-€:, whether a bio-signature will be positive, instrument
ef ciently to identify the most important subset of tests to calibration), or environment parameters (i.e., average rock
execute. The importance of each test is a major consideratiohZ€; fortuosity of the terrain).
in this work. Tests that are similar take time and budget re; S@mpled / grounded parameter A parameter that has
sources away from more interesting tests. Ideally, the systef@€en assigned a particular value from its domain. For ex-
is tested undeenoughscenarios that are widely distributed arr:)ple, setting the value of a “battery capacity” parameter to
across the entire state space so that mission stakeholders &} state of charge. . .
gain con dence that the SUD can meet the requirements S@mpling: The act of selecting a value for a given param-
in all the expected conditions. Accordingly, another major€ter such that the parameter is now a sampled / grounded
focus of this work is to determine when “enough” tests haveParameter. . .
been executed. Since exhaustive testing is generally not Scenaria The set of sampled parameters provided as input
possible, approaches must be de nedetsiimatewhen the (O the system under test. Note that “scenario” and “test” can
number of (successful) tests is suf cient such that that the?® Used interchangeably in this paper, as generating a test for
implementation of the autonomous system can be trusted {§'€ System-level autonomy is the same as generating a set of
work properly. This concept of coverage, or the variance irs@mpled parameters to provide as input to the system under

both the test inputs and the test outputs that provides insigh€St:
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a testing campaign may identify new parameters that should
be included or parameters that are irrelevant and should be
removed from the global set of parameters). Selecting the
right parameters is non-trivial but essential to the assurance
process as the SUD will be assured only under the parameters
that were explicitly varied.
Sampler Component The sampler component takes in the
set of parameters and grounds each parameter to produce a
scenario that is used to evaluate the system under test (SUT).
The sampler component is designed to support a variety of
sampling algorithms either for exploratory research or to
allow users to select the algorithms that work best for their
purpose.
The sampler component supports constraints on parameters
Figure 7. An overview of the test generation architecture, that are typically needed to ensure realistic inputs. For
generating scenarios based on the provided parameters, rigxample, we may want to constrain the initial position of a
ning the simulation with the scenarios, and then evaluatingover to be outside of an obstacle. Any scenario that violates
the results of the simulation as part of a feedback cycle. ~ parameter constraints is rejected.
The sampler component also supports warm starts, which are
scenarios that SMEs have manually de ned. This feature is
. useful to guarantee that certain scenarios are always evaluated
Framework Design Goals (because of interest to SMESs), and to enable a continuous
The test generation framework is meant to support severahtegration pipeline, where the same tests can be run to ensure
different design goals. that the latest code changes do not break the software or cause
it to violate a requirement.
1. Modularity : Each component of the framework must be More details about the supported sampling algorithms are
independently modi able and extensible. This is to ensureprovided in Section 6 (Sampling Algorithms).
suf cient exibility in the actual generation and evaluation Scenario Adapter Component The scenario adapter com-
of the tests. For example, the architecture should allow mulponent takes the scenario as input and may optionally modify
tiple sampling algorithms, optimization methods, evaluationit into a format that can be used by the system under test.
criteria, and reporting methods. The framework should alsd-or example, this may mean saving the scenario to a YAML
be agnostic to the implementation of the underlying systemle that is loaded by the SUT, setting ROS parameters,
under test (such as planning algorithms or inter-process coner publishing ROS messages. While this component may
munication mechanisms). be implemented by the specic SUT, the test generation
2. Scalability: Due to the large state space of possibleframework provides several tools to assist in this effort. For
scenarios, it is desirable to have a framework that can easilfeproducibility, all scenarios are saved to JSON les.
scale and support distributed (parallel) test executions and frequently used feature is the ability to de ne a con gura-
analysis. tion template le for the SUT. The template contains a set of
3. Reproducibility: It should be possible to repeat the parameterfsyr Ps, wherePs is the set of parameters
execution of any test that is generated. This is especiallyhat de nes a scenario. The scenario adapter creates copies
important during development because it allows engineers tof the template and replaces the valueBgfaccording to the
correct software that leads to a requirement violation and thepurrent scenario before running the SUT.
re-evaluate a given test to ensure that it is now passing. ThiSystem Under Test Component The system under test
means saving scenarios and execution history in logs for theomponent is the SUD together with its environment. It
ability to be replayed as well as analyzed. should accept a con guration and it should generate outputs
4. Real-time monitoring and reporting: Especially as the to be evaluated. Ideally, this component supports parallel
number of tests that are run increases, it is desirable to tragkxecution so that multiple executions can be performed at the
the progress of the testing in real-time as well as generateame time.
reports that summarize both the interim and nal results. Monitoring Component. The monitoring component is
5. Ease of integration and use To avoid impacting the pro- used to evaluate the performance of the autonomous system.
ductivity of the software developers, the framework shouldIn particular, this is used to ensure adherence to all require-
be frictionless and intuitive to use, with robust error handlingments. This component may be run either in parallel with
and feedback messages. Major modi cations to the softwaréghe SUT (on-line monitoring), or after the SUT has nished

under test should not be required. running (off-line monitoring of the generated log les). In
addition to returning the number of times each requirement
Architecture Overview was violated, the monitors may also be used to extract metrics

from the test run, such as the distance that a rover drove or

The design goals described in the previous section guided theg time jt took to complete a mission. These metrics may be
design of the architecture of the test generation frameworkcoq in post-processing to analyze the behavior of the SUT
shown in Figure 7. We describe each component next. as well as to provide feedback to the sampling algorithm
. . . on which scenario to generate next. The metrics may show
Parameter Selection The rst step in automating test gen- \,nqesirable performance for a speci ¢ test, which might lead
eration is to identify the set of parameters that capture alrro a new requirement that constrains the behaviors to be more

scenarios of interest. It may be bene cial to have a variety ofjesjrable. The monitoring technology is described in more
parameters, for example the starting battery capacity, the IQ4etail in Section 7 (Monitoring).

cation of obstacles, or a binary value that represents whetherg, 5 ator Component The evaluator component is an op-

thermal fault should be triggered. The selection of parameterggy component that will take the feedback provided from

can be done by SMEs, can be derived from models (€.9., thgye monitoring component and use that information to update
model used in Section 5), or can be iterative (the results o
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the sampling algorithm. Typically, the sampler component
and evaluator component are implemented together. For
example, most of the sampling algorithms involve a sampler
component that generates scenarios, and an evaluator compo-
nent that updates some internal or surrogate model (such as a
Gaussian process in the case of Bayesian Optimization or the
current populations for a genetic algorithm).

The feedback that is provided to the evaluator is typically an
objective function that is used in tandem with an optimization
algorithm. The exact objective function that is being opti-
mized is provided by the user, but it is typically either the

metrics or the number of requirement violations returned bM:igure 8: Some examples of analysis that is automatically
the monitoring component. If the selected algorithm supportgerformed by the test generation such as showing which
multi-objective optimization, the metrics or requirement Vi- (pairs of) parameters (and their values) had the greatest
olations can be provided as a list of results to the evaluatoimpact given an objective function. The goal is to gain some
otherwise the results must be aggregated into a single metrignderstanding in how the outputs of the system under test

Post-processing and Reporting ComponentsOnce alltests yaries as a function of the provided parameters.
have been executed, the results will be post-processed by the

post-processing component into a format that can be used by

the reporting component to generate reports for the user.

The post-processing currently involves aggregating data from

the runs and then computing information such as the total

time taken by each test.

It will also compute some properties such as the permutation

importance and partial dependence of all parameters in order

to determine how the results of the tests are in uenced by

the different parameters. These results can be used to inform

users which parameters have little to no impact on the nal

results and as such can likely be removed from the set of

parameters so as to lessen the search complexity. Figure 8

shows an example of this, where the test generation was used

to minimize a score de ned as the time it took a simulated

rover to reach all of its waypoints within a xed timeframe _. ) .

(all waypoints must be reached by the end of the simulatedigureé 9: An example of a generated report showing the

mission). Several parameters were identi ed that had thd"PUts provided to the test generation.

largest impact on the time to complete the mission, namely

the speed of the rovev as well as the error tolerances

in the navigation and system level autonomy modules thatlisplays the inputs provided to test generation given the SUT,

determine how far from a waypoint the rover can be beforesuch as the parameters the system under test will take as

the waypoint is considered reached, denoted dhd th, input, the requirements that will be used to evaluate the

respectively. Other parameters such as the frequency at whigdystem under test, the metrics the system under test will

the system level autonomy and navigator controller ran hagrroduce, the sampling algorithm used to generate tests, as

much less of an impact on the time to reach all waypointswell as the total number of tests generated. Figure 10 shows

In Figure 8, the permutation importance plot identi es theseanother dashboard that presents the results of each test such

parameters as the most essential given the objective functioas whether the test succeeded, failed, or produced an error,

The partial dependence plot shows how increasing the speehe score of the test given the objective function, the scenario

and system level autonomy thresholds while decreasing thesed in the test, as well as the numeric values for each metric

navigator thresholds produced the fastest mission durationseturned by the system under test.

The dual partial dependence plot shows that these threEhe reporting component also includes features such as the

parameters were highly correlated with one another. Thability to send email or push noti cations to notify users when

parameter correlations plot provides similar information toa set of tests has completed so that the user does not have to

the partial and dual partial dependence plots in that thé&eep checking the progress of the tests.

parameters are highly correlated with one another. The

overall goal of these plots is to provide information to the userHandling Large-Scale Runs

regarding the in uence each parameter has on the simulatiog. . q ing | b

While not discussed in this paper, this information can alsd"! Order to support generating a”ddeﬁe‘:“t'ﬂg arge numbers

be used to ensure that appropriate parameters are provid@§ €SS, several features were added to the test generation

; mework. The rstis to include the Ray library [45] which

to the test generation to generate tests, and that parametere . > )

with little to no in uence on the results of the simulation can Makes it easy to distribute the workload of executing several

be removed from consideration, thus reducing the size of thE“NnS in parallel given the current hardware limitations.
arameter space. . . .

Eor each ru%, HTML reports are automatically generated““?omat'c test generation generates a large quantity of data

to provide suf cient information to the users to understand WNich may present several challenges:

what occurred during the tests, as well as global reports . .

that summarize ndings across all tests. These reports are Storage requirementsTo address this challenge, a data

essential for debugging purposes such as notifying developeFEte”t'O” evaluator component was implemented to determine

exactly when a requirement was violated and providing som hether the data from a given test should be stored or deleted.

context on how it was violated. For example, Figure 9For example, it may be acceptable to delete the execution
trace for a test that produced no requirement violations and

12



ability to re-run speci c steps of the pipeline. For example,
a developer might x a bug in how log les are processed
and then re-run only that step; there may not be a need to re-
execute the entire test itself but just process the existing les
with the updated code.

Automatic visualization Finally, automating the creation
of visualizations, in particular by rendering plots in Jupyter
notebooks for each test, can be of tremendous help. This
allows users to visualize plots and tables as well as re-run
cells or modify the code used to generate the plots or tables.

Sampling Algorithms

Figure 10: An example of a generated report showing somel he test generation framework supports a variety of sampling

of the outputs produced by both the test generation and th@lgorithms. Thanks to the modular nature of the framework,
system under test. the effort required to add sampling algorithms from external

libraries such as Optuna [46] is minimal. The types of
supported sampling algorithms can be categorized as unin-
formed, informed, resource-aware, and coverage-guided.

no interesting metrics. However, tests with requirementU : . . : .
‘alati y : e ninformed algorithms generate scenarios without takin
violations should be kept for further analysis. The ability to;- ;"o 0 0 th% result o? executing previous tests (no feeg-

re-run specic tests can be leveraged in cases where use ck). Some of the implemented algorithms include grid

decide to inspect even uninteresting ones. . . ;
PO m : . ; search, Monte Carlo sampling [10], and combinatorial (t-
Prioritization of manual analysis A ranking algorith way) testing using the Advanced Combinatorial Testing Sys-

is needed to prioritize which tests to inspect rst. The test em (ACTS) [47] that systematically generates a minimal set
generation framework supports several multi criteria decisio f test cases that cover all combinations of input parameters
making (MCDM) algorithms such as TOPSIS and Penalty,

Boundary Intersection (PBI) that allow users to weight (muI—Up to a speci ed strength (ie all pairs, triples).

tiple) criteria to order the tests, such as ordering tests bas . : -
on the number of requirement violations and the number g'{ﬂformed algorithms are connected in a feedback loop with

; o o he SUT and re ne their search based on the result of running

fa'gngézsiL%n g?ggg\élensg can also be a challenge at scaleate.St'.SOme of the implemented algorithms include Bayesian

so several tools were developed to assist engineers in ndin ptimization [48], Genetic Algorithms [10], CMA-ES sam-
ling [49], and Simulated Annealing [10]. Several of these

problems. The rstis de ning a lightweight pipeline software - L2 v .
; 2 : P gorithms also support multi-objective optimization, which
service that allows users to architect their tests as plpellnesﬁen allow users to explore the Pareto frontier of multiple

shown in Figure 11. These pipelines, which are executed fo ; ;

every test, can be used to better manage the way the syst trics of interest.
uRder test interacts with thef t?f‘t generation ffam(fawork. AResource-aware algorithms are informed algorithms that also
shown in Figure 7, users of the test generation framewor ssign a certain resource budget to tests. The goal is to
must de ne components such as the scenario adapter (whi sigh minimal resources to each test early on to quickly
in the example diagram involves taking the inputs from the

test generation and saving them to a YAML le), the Systemevaluate performance and decide whether to devote more

P : ; esources for a later test. These algorithms are common in
under test (which in the example diagram involves sever e : :
steps such(as generating sheFI)I scrip%s to start the Simulagwperparameter optimization for machine learning where the

: ; ; esource might be the amount of computational power and
%%%{g:e\%?fmtg sttg‘gi’nruggﬁg mgtrsigselllrgﬁ]r'?ﬁ;c’lo‘c’ta{és""training data provided to a parameterized neural network;
of the simulation removin% or compressing data gen%ratin eural networks that perform well early on will be given more

: o TN s ' esources to improve their performance while networks that
visualizations, in addition to killing the Docker volume once

the simulation has ended), the monitoring component wher il early on will be gl\lllenhno future resfoqrcels. In our case,
the monitors are run to evaluate how the system under te e resource is typically the amount of simulation (mission)

- ; Ime. Each test starts with a small amount of simulation
performed and whether it met all the requirements, as wel}: : : : :

ST ! {ime to see if requirements are violated early on, with the

as the evaluator component which in the example diagram i ion that it i ded to k imulati o
the Metric Evaluation step which generates metrics that ar sasturzggtg?etagt I\t/ilgl Qt%tdngfeeui:gmgﬁ? Slzlgqrutggtnsgtr?aq]ésslr?gt
provided to the test generation sampling algorithm. Becaus y q :

; ; ; . i t violations, they will later be run for a
the test implementations typically require many complex 2ve any requiremen IS, / ;
steps, an explicit representation of a pipeline makes it signi “longer period of time to check if they still do not violate any

; . i ts. Some of the implemented algorithms include
cantly easier for developers to structure their code as separ geauiremen : O
(hierarchical) steps that are executed. Pipeline visualization, ccessive halving [50] and hyperband optimization [51].

which is automatically generated from its de nition, also : ) :
makes it easier to explain to others the steps that are execut %e nal category is the coverage-focused algorithms. These

: ; ; ; orithms attempt to maximize coverage of the parameter
in each test as well as identify where problems occur in L S .
given test. For example, Figfl)J/re 11 srﬁ)ows an example 0 pace rather than optimizing an objective function. The con-

AT : ; ept of coverage, as well as maximizing coverage is further
pipeline execution showing that the relevant log les could - - A ;
not be loaded to produce metrics, which can be traced bac‘i%esCrlbed in Section 6 (Testing Coverage).
to a simulation failure. The pipeline implementation is also ;
meant to ensure that all errors are handled gracefully sJeS“”g Coverage
that if a particular test results in an error, other tests aré\ central challenge in test generation (and V&V in general),

not impacted. Another helpful feature of the pipeline is theis determining when the system has been tested “enough”
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to provide suf cient con dence that the SUT will work as
intended (recall that we exclude the possibility of exhaustive
testing for autonomous systems) [52], [53]. Suf ciency of
the set of tests is synonymous with the residual uncertainty
about the system's behavior. Given a budget for the level of
effort spent in testing the SUT, the set of tests must therefore
be selected in such a way as to maximize the diversity of the
test inputs and outputs to reduce uncertainty. We refer to the
relative reduction in uncertainty amverage More speci -
cally, parameter space coveragefers to the diversity in test
inputs, whilerequirement coveragand behavior coverage
refer to the diversity of the observed test outputs. Ideally,
the sampling algorithm maximizes each of these coverage
metrics so that the system under test is suf ciently evaluated.

Coverage can be quantitatively calculated as the normalized
reduction in uncertainty between a prior belief about system
behavior and the posterior belief after testing:

UPosterior (1)

Coverage=1
UPrior

whereUy is an estimate of the degree of uncertainty in the
ability of the system to satisfy the requirements. Examples
of Uy include posterior variance, entropy, or other dispersion
measures of the evaluation output. Note that this general
de nition is agnostic to the speci ¢ modeling framework
such as whether Bayesian networks, Gaussian processes, or
Beta-Binomial models are used to de ne prior and posterior
uncertainty. Intuitively, if no testing has been conducted, the
posterior equals the prior and therefore the coverage is zero.
If testing fully resolves uncertainty (i.e., exhaustive testing),
coverage is one. Otherwise, partial reductions in uncertainty
yield coverage values strictly between zero and one.

It is important to note that this formulation of coverage is
meant to be implementation speci c and so does not allow
comparisons between different systems. Furthermore, this
coverage is computed based on the provided input parame-
ters. A coverage score of one, meaning that all uncertainty is
resolved, does not guarantee that the system under test will
work as expected for all cases, but instead that it will work
as expected given the parameters that are being varied. If
there are other important parameters that are not included,
this coverage metric will likely not capture the full scope of
the system.

Parameter Space Coverage

The goal of parameter space coverage is to maximize the
coverage of the inputs provided to the system under test to
ensure that scenarios that lead to diverse, failing, or unex-
pected outcomes are in fact evaluated. Parameters can be both
continuous and discrete, which impacts the selection of the
sampling algorithms.

An example of an algorithm that attempts to maximize pa-
rameter space coverage is the Gower Max-Min. This algo-
rithm is uninformed (does not receive the current coverage
value as feedback), but aims at generating an even distribution
of samples across the parameter space. Gower Max-Min
sampling uses Gower's distance to maximize the minimum
distance between all scenarios. Gower's distance [54] is a
metric that can compute the distance between a mix of both
) o _ _ continuous and discrete parameters, something with which

Figure 11: An example pipeline diagram automatically gen- other popular algorithms such as Latin hypercube sampling

erated from the test generation implementation. This showsften struggle. The distance of the set of parameters is

how some of the test generation architecture componentie sum of the distance over each parameter in the set.

were implemented for a given system under test (referred

to as TLR), such as the scenario adapter, system undertest,

monitoring, and evaluator components of the architecture.
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